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What is Sentinel?

• FDA’s medical product active safety surveillance system 
– To assess the use, safety, and effectiveness of regulated medical products

– To develop data, informatics, and methodologic capabilities to support 

these activities

• Key components: 
– Distributed data network of 18 Data Partners 

– Electronic healthcare data

– Common data model

– Sophisticated quality assurance process

• Created in response to a U.S. Congressional mandate
https://www.sentinelinitiative.org/

https://www.sentinelinitiative.org/
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History of the Sentinel Initiative
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Sec. 905. Active Postmarket Risk Identification and Analysis

(B) DEVELOPMENT OF POSTMARKET RISK IDENTIFICATION AND ANALYSIS METHODS.

The Secretary shall, not later than 2 years after the date of the enactment of the Food and Drug 
Administration Amendments Act of 2007, in collaboration with public, academic, and private 
entities—

(i) develop methods to obtain access to disparate data sources including the data sources 
specified in subparagraph (C); 

(ii) develop validated methods for the establishment of a postmarket risk identification and 
analysis system to link and analyze safety data from multiple sources, with the goals of including, 
in aggregate—

(I) at least 25,000,000 patients by July 1, 2010; and 

(II) at least 100,000,000 patients by July 1, 2012

FDA Amendments Act of 2007 
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SEC. 901. POSTMARKET STUDIES AND CLINICAL TRIALS REGARDING HUMAN 
DRUGS; RISK EVALUATION AND MITIGATION STRATEGIES. 

“The Secretary may not require the responsible person to conduct a study under 
this paragraph, unless the Secretary makes a determination that the reports 
under subsection (k)(1) and the active postmarket risk identification and 
analysis system as available under subsection (k)(3) will not be sufficient to 
meet the purposes set forth in subparagraph (B).”

https://www.gpo.gov/fdsys/pkg/PLAW-110publ85/pdf/PLAW-110publ85.pdf

Section 905 
Mandates creation of Sentinel

Section 901
New FDAAA PMR authority

FDA Amendments Act of 2007

Linked
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Serious Safety 
Concern

Sentinel ARIA 
Sufficient?

Sentinel ARIA Analysis

Postmarket Required Study 

(PMR)

NO

YES

Related Study

Observational 

Study

Sentinel’s Active Risk Identification 
and Analysis (ARIA)

ARIA must be considered before 
a sponsor PMR can be issued
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What is ARIA?

Analytic 
Tools

Common 
Data 

Model
ARIA

Electronic claims data, without 
manual medical record review

Pre-defined, parameterized, and re-usable to enable faster safety surveillance 
(vs. protocol based assessments with fully customized programming)
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Determining ARIA Sufficiency

• What is the purpose of the analysis?

– Signal detection, signal refinement, or signal evaluation? 

• What is the desired study population?

• What are the treatment and comparator exposures? 

• What are the outcome(s) of interest? 

• What are relevant and important covariates for the analysis?

• What is the desired analytic approach?



10

Signal Identification

• FDAAA of 2007: “…create a robust system to identify adverse 
events and potential drug safety signals”

• Purpose: To detect new and unsuspected potential drug-related 
safety concerns 

– Hypothesis generation

– Will be followed by clinical review and/or well-designed safety studies 

• TreeScan is currently available in Sentinel

– Multiple projects are ongoing to support and enhance signal 
identification methods

http://sentinelinitiative.org/sentinel/surveillance-tools/signal-identification-sentinel-system

http://sentinelinitiative.org/sentinel/surveillance-tools/signal-identification-sentinel-system
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Sentinel System: 
Data, Tools, Methods
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Sentinel Design Requirements

▪ Electronic health data for >100M persons

– Include special populations (pregnant women, elderly)

– Ability to link to external sources, e.g., National Death Index

– Ability to access full text medical records

▪ Expertise in the way health care delivery and payment influence electronic 
healthcare data

▪ Rapid answers to many FDA safety questions

▪ Accuracy sufficient to support regulatory decision making

▪ Federal Information Security Management Act (FISMA)-compliant data 
security

▪ Ability to protect non-public information and to keep records on all data 
requests for public record-keeping

12
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Sentinel Distributed Database

13https://www.sentinelinitiative.org/sentinel/data/distributed-da tabase-common-data-model
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Lead – HPHC Institute

Collaborating Organizations

14

Data & Scientific
Partners

Scientific 
Partners

https://www.sentinelinitiative.org/collaborators
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Growth of the Sentinel Distributed Database

▪ 70 million members currently accruing new data

15http://www.sentinelinitiative.org/sentinel/da ta/snapshot-database-statistics
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Sentinel Common Data Model Guiding Principles

▪ Includes claims, electronic health record (EHR), and registry data and flexible 
enough to accommodate new data domains (e.g., free text).

– Typically, we do not include empty tables – we expand as needed when fit for purpose.

▪ Data are stored at most granular/raw level possible with minimal mapping.

– Distinct data types should be kept separate (e.g., prescriptions, dispensings)

– Construction of medical concepts (e.g., outcome algorithms) from these elemental data 
is a project-specific design choice.

– Sentinel stores these algorithms in a library for future use.

▪ Appropriate use and interpretation of local data requires the Data Partners’ 
local knowledge and data expertise.

– Not all tables are populated by all Data Partners➔site-specificity is allowed.

▪ Designed to meet FDA needs for analytic flexibility, transparency, and control.
16
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Available Data Elements

17https://www.sentinelinitiative.org/sentinel/data/distributed-da tabase-common-data-model
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Single Patient Example Data in Model

18
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Data Quality Review and Characterization Process

19https://www.sentinelinitiative.org/sentinel/data-quality-review-and-cha racterization
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Data Quality Checks and Examples

20https://www.sentinelinitiative.org/sentinel/data-quality-review-and-cha racterization
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Quality Review and Characterization Program Logic

21

• Compliance checks for 
all tables are 
mandatory. 

• Quality Review and 
Characterization 
Program will abort 
after it runs through all 
compliance checks, 
producing an 
automatically created 
report on failures.
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Active Risk Identification and Analysis (ARIA)

▪ Template computer programs with standardized questions

▪ Parameterized at program execution

▪ Pre-tested and quality-checked 

▪ Standard output

22
https://www.sentinelinitiative.org/active-risk-identification-and-a nalysis-aria
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Cohort Identification and Descriptive Analysis (CIDA)

23
https://dev.sentinelsystem.org/projects/SENTINEL/repos/sentinel-routine-querying-tool-documentation/browse
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Downloading Sentinel Analytic Packages

24
https://dev.sentinelsystem.org/projects/AP/repos/sentinel-analytic-packages/browse
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Methods Development: Summary Scores

25
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Methods Development: Privacy Preserving Regression

26
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Methods Development: Signal Detection

27
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Methods Development in Sentinel: Machine Learning

28
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FDA'S USE OF THE SENTINEL SYSTEM TO 
ADDRESS REGULATORY QUESTIONS 



30

How is Sentinel Used?

• To evaluate safety signals identified during the pre-market
review of new drug applications

• To evaluate safety signals identified during the post-market
period

• To identify new potential safety signals during the post-market
period
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Update the benefit 
risk for a product

• Drug Safety 
Communication

• Label change 

• Modification of 
patient medication 
guide

• Downgrade of TE 
rating for a generic 
drug

• Product or 
packaging redesign 

Support population-
level data questions

• Address questions 
on real-world 
population 
exposure

• Provide context for 
other safety data

• Enrollment in 
pregnancy 
registries

• Comparison with 
clinical trial data

• Support an 
Advisory 
Committee (AC)

• Response to a 
Citizen Petition

• Response to a 
Congressional 
inquiry

• Assess feasibility of 
potential 
inferential analysis

• Conducted by 
sponsor (e.g., 
PMR, PASS)

• Conducted by 
regulatory 
agency

Information 
dissemination

• International 
scientific 
conference

• Publication

• Sentinel website

Assist with public-
facing decision 

making 

Establish system 
capabilities

• Determine that no action is needed

How is Sentinel Used?
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Real-World Example: Ranolazine

• Exposure: Ranolazine (Ranexa)

– Indicated for the treatment of chronic angina

• Outcome: Seizure

• Analysis: Self-controlled risk interval design

• Regulatory determination: FDA decided that no action is 
necessary at this time, based on available information

– Combined with evidence from a study done in the U.S. Medicare 
population, risk of seizure was determined to be driven primarily by 
underlying comorbidities

http://sentinelinitiative.org/drugs/assessments/ranexa-ranolazine-and-seizures

http://sentinelinitiative.org/drugs/assessments/ranexa-ranolazine-and-seizures
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Real-World Example: Ranolazine

ICPE Symposium, 
August 2017
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Real-World Example: Febuxostat

• Exposure: febuxostat (Uloric)

– Indicated for the chronic management of hyperuricemia in adult 

patients with gout 

• Outcomes: User characteristics, duration of use, switching 

between urate-lowering therapies

• Analysis: Level 1, Level 1

• Regulatory Use: Presented at an Advisory Committee meeting

http://sentinelinitiative.org/drugs/assessments/characteristics-gout-patients-and-use-urate-lowering-therapies

http://sentinelinitiative.org/drugs/assessments/characteristics-gout-patients-and-use-urate-lowering-therapies
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AC Presentation on Febuxostat

• In light of a post-market clinical trial that identified an elevated risk of CV 
events, Sentinel analyses described real-world use of urate-lowering therapies 

• Results informed the Advisory Committee’s determination that a population 
exists for whom the benefit-risk is favorable
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Additional Real-World Examples
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Regulatory Uses of Sentinel Analyses

https://www.sentinelinitiative.org/drugs/how-aria-analyses-have-been-used-fda

https://www.sentinelinitiative.org/drugs/how-aria-analyses-have-been-used-fda
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Sentinel Analyses are Publicly Available

https://www.sentinelinitiative.org/drugs/assessments

https://www.sentinelinitiative.org/drugs/assessments
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FDA-CATALYST
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The 21st Century Cures Act

• FDA shall establish a program to evaluate the potential use of real world 
evidence (RWE) to support:

o Approval of new indication for a drug approved under section 
505(c) 

o Satisfy post-approval study requirements 

• Program will be based on a framework that:

o Categorizes sources of RWE and gaps in data collection activities 

o Identifies standards and methodologies for collection and analysis

o Describes the priority areas, remaining challenges and potential 
pilot opportunities that the program will address

• Draft Guidance to be issued by 2021

• PDUFA commitments aligned with 21st Century Cures Act
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https://www.sentinelinitiative.org/sentinel/about
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IMplementation of a randomized controlled trial to imProve
treatment with oral AntiCoagulanTs in patients with Atrial 
Fibrillation

IMPACT Afib Trial

42

Patients with AFib, CHADS-VASc ≥2 
 

RANDOMIZE 

Early Patient-level and 
Provider-level intervention 

Usual Care and Delayed 
Provider intervention 

R
an
d
o
m
iz
at
io
n
	

Access Pharmacy Records 

No OAC in prior 12 months OAC in prior 12 months Ea
rl
y	
In
te
rv
en

ti
o
n
	

Excluded Intervention Mailed 

1
2
-m

o
n
th
s	

Test the ability of an education intervention 
to increase the appropriate use of oral 
anticoagulants in a patient population 
with atrial fibrillation (afib) at high risk of 
stroke  

Enrollment of approximately 80,000 
individuals in the early and late 
intervention arms
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FDA MyStudies

• Mobile App
• Standard frameworks - ResearchKit (iOS), ResearchStack

(Android)

• Web-based Configuration Portal (WCP)
• Enables support of multiple types of medical product 

effectiveness and safety studies with minimal software 

development

• Secure Storage Environment

• Generates secure tokens

• Separates registration information and responses

• Partitioned for multisite, decentralized, or distributed 

models

www.fda.gov
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Smartphone use 

among U.S. adults 

is increasing1

Growth of 

“smartphone only” 

internet use2

Variation in 

“smartphone only” 

internet use3

now own Smartphones 

(35% in 2011)

77%

Fewer (73%) own a 

laptop or desktop

20%

of US adults do not 

rely on traditional 

home internet service 

for access

Reliance on 

smartphones for 

online access is 

especially common 

among younger 

adults (<50), non-

whites and lower-

income Americans.

www.fda.gov

http://www.pewinternet.org/fact-sheet/mobile/
http://www.pewinternet.org/fact-sheet/mobile/
http://www.pewinternet.org/fact-sheet/mobile/
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Key System Attributes

• Scalable: Capability to simultaneously support multiple studies 

for a research organization

• Modular: Various modular components of the platform can be 

integrated with external/3rd party system of choice to create a 

tailored solution for your organization.

• Secure: Partitions all data and provides robust access controls

• Compliant: Can be deployed to comply with HIPAA, FISMA, 

and 21 CFR Part 11

• Customizable: All study content as seen in the app can be 

authored and updated via the WCP web application rather than 

through new software development per study or app

• Tested: FDA and PCORI sponsored clinical research 

demonstration projects 

• Open-source and ready for research organizations to re-brand, 

publish, and use!
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RELIANCE Trial
• RofLumilast or Azithromycin to prevent COPD Exacerbations

– Randomized “real world” trial; 1,600 adults in each arm

– Azithromycin - macrolide with anti-inflammatory properties

– Roflumilast - noncorticosteroid anti-inflammatory; 
phosphodiesterase type 4 inhibitor

• Primary outcomes

– All cause hospitalization

– All cause mortality

• Follow-up

– 6-36 months, no visits, call center, Patient Portal, Site EMR

– CMS linkage through FDA-Catalyst for outcomes and exposures

• Enrollment files:  all cause mortality

• Inpatient claims files:  all cause hospitalization for fee for 
service

• Part C (Medicare Managed Care):  new data source – will 
request if feasible

• Part D:  medication dispensing
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Limit JIA trial
• Randomized real world trial in patients with Limited Juvenile Idiopathic 

Arthritis (<=4 joints affected and no uveitis)
– Six month course of subcutaneous Abatacept (T cell co-stimulation inhibitor) plus usual 

care with NSAIDs and intra-articular glucocorticoids vs. usual care alone

– Outcome:  extension to more than 4 joints, new uveitis, and/or need for treatment with 
systemic medication at 18 months

• FDA-Catalyst is aligning with the trial by providing support from the 
MyStudies App 
– First use of FDA-Catalyst to support a pediatric trial

– Potential support for the Childhood Arthritis & Rheumatology Research Alliance (CARRA) Registry

– Collection of primary outcome (uveitis) from ophthalmology appointments - Configured

– Collection of adherence information/adverse events for study drug with “drug diary” –
Configuration stage
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SPARC registry
• SPARC Inflammatory Bowel Disease cohort within the IBD Plexus research 

exchange platform
– Provider based recruitment of individuals >18 years of age with a confirmed IBD diagnosis 

from academic and community sites

• FDA-Catalyst is aligning registry by providing support from the My Studies App 
– Configuration stage

• Registry responses will be included in the PCORI Comparative Effectiveness of 
Biologic or Small Molecule Therapies in Inflammatory Bowel Disease study
(prospective cohort for patient reported outcomes)
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Discussion




