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. EXECUTIVE SUMMARY

The Food and Drug Adimy A 8 U NI G A2y Q& 6 disadohgfl SNYSYFAXAZSL O FA & ¥ LINR
ability to identify and assess medical product safety issuesS&hgnellnfrastructureprovidesroutine

querying tools andretted pre-existing electronic healthcare dafrom multiple source$ Ol f f SR G { Sy i .
5 I G foraise by the Sentinel Systemrmnitor the safetyand effectivenessf regulated medical
products.FDACatalystactivities leverage the Sentinel Infrastructure by utilizing 8estinel Datand

supplemerting it with dataobtained throughnterventions or interactions witimdividual andhealth

care providers to conduct research

ThisWhite Raper addresses compliance under the Health Insurance Portability and Accountability Act
0 a | L tahdthe Common &e3 for data sources participating the Sentinel InitiativeThis White

Paper does not address data source compliance with the fe@anafidentiality of Substance Use
Disorder Patient Recomgulations? or compliance with state health information clixentiality laws

and state humarsubject protection requirementfata sources participating in the Sentinel Initiative
should confirm that their participation complies with other laws that apply to the types of information
used or disclosed for the Semdil Initiative projects.

A. THE USE OF SENTINETAFOR PUBLKEALTH PRACTICE

Gt doof A0 KSFfGK LINI OGAOSeE Aa GKS FLILXAOLFGAZ2Y 2F SE
health.Medical product safety surveillance and the evaluation of medlicaduct effectiveness directly

adzZLILIR2 NI C5! Qa YA aaaAz2y andfll syosd®lyiwiiidupiblidihgadth ptadioethe 0 Qa KS't
HIPAA Privacy Rélallowsaccess td&entinelDatafor public health practicevithout individual

authorization Moreower, the Common Ruldoes not regulatéhe use of Sentinel Dafar public health

practice¢ KS 5 ANBOG2NI 2F (GKS 5SLI NLYSyYyd 2F 1 SIHfGdK | yR
wSaSkNOK t NBGSOGAZ2Yy A 6ahl wt €0 RSGSNWWySRNekY HAMA
Initiativemedical product safety surveillancéSeeExhibit 1) In addition recent amendments to the

Common Rule expressly provide that medical product safety surveillance activities wil sabjbct to

the Common Rule when those amendments take effeét K\@ended Common Rule®

2Pub. L. N0104191, 110 Stat. 1936 (199@)odified as amended at scattered sections of 18, 26, 29,42 U.S.C.).

345 C.F.R. Part46.

442 C.F.R.Part2.

545 C.F.R. Part160 and Subparts Aand E of Part 164.

6l d{ d 5SLIQG 2F | St f (K gcyforda¥ProfectiorSoNddiman SubjéctsiFindIRule, BRFBNI f t
Reg. 7149 (Jan. 19, 2017), availabletigis://www.gpo.gov/fdsys/pka/FR017-01-19/pdf2017-01058.pdf On

Januan?22, 2018, HHS delayed the revisions to the Common Rule until July 19, 2018: 83 Fed. Reg. 2885 (Jan. 22,
2018), available dtttps://www.gpo.gov/fdsys/pka/FR01801-22/pdf/2018-00997.pdf Because itis unclear

when the amended Common Rule will be effective, this paper addresses both the current rule and the final
amendments where applicable to the discussion.
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B. THE USE OF SENTINEATAFOR RESEARCH
Activities undethe FDA | G F f @ &0 LINR @INS && id ey ins@rdcémil Bvdlée the
prospective colleion of new data through interactions witlesearctparticipants and thus will be
humansubjecs researchunder theCommon RuléThe Common Rule generally requires informed
consentfrom the researchparticipants L Y A G A (1 dzi A 2 Yy | | waS&@dfibfamed 2 NR o0 da L w.
consent.

Some of theFDACatalyst activitiey' + @ 6S Ay GKS yI (dz2NBinthdttheyhidzot A O KS|
studies performed by or for a public health authority to create new generalizable knowledge to improve

public health practice ithe future.Both the preAmendedCommon Rule and themended Common

Ruletreat pulic health research like amther human subjects research that is subject to the Common

Rule.

Howevera new development is thahe Amended Common Rufovides an exempbh for the useor

or health care operationdl hat means that, as long #® PHktays within or is transferred to a HIPAA
covered entity or a HIPAAIBiness associate, it is exempt fréimended Common Rutegulation.
Disclosure of PHI to an outside entity that is not regulated by HIPAA would not be subject to the new
exemption.

Applied to FDACatalyst activities, research uses of Sentinel Data cdadwethin HIPAA covered

entitieswill be exempt from theAmended Common Rul&he subsequent disclosure of Sentinel Data to

the SOCthe FDA or other nenovered entitiewill not be eligible for this new HIPAA exemptitng

will not beclassified ag Kydz y adzo0 2SO0 4¢ NX & S| NildHe Samh®? Ritdhré KS / 2 Y Y 2
A0NRLIISR 27F | £ TheraforeAshiSing iddly200®R Sssuming the3eNided Common Rule

goes into effect as planned and assuming the data flow in Sentinel continues@stigstructured

the use ofSentinel Datdor FDACatalyst activitiewill not be subject to regulation under the Common
Rule . However, the clinical study components involving interactions with individuals will continoe to

subject to the Common Ruylbecause the HIPAA exemption applies only todgkeondaryuse ofdata

generated for purposes other than the research protoooit other research activities.

TheHIPAA Privacy Rutself also may not require IRB reviefvall FDACatalyst activitiesTheHIPAA

t NA G 08 wdzA S LISN¥YAGA dzaS I yR RAAOf 2adaNB F2NJ &Lz €
2 KAES GLMztAO KSIt K NB&aSI NDO e scdpeiof piicihedRiS TAY SR A (i
activitiesr a I LJdzo f A O K @®Moheth&less) begh@éESind\nat lpublish2dfuidanceon

how it will interpret public health resear¢chnd becausenanyFDACatalyst activities will involve

general norpublic health researchhis White Paper recommends that use and disclosure of data fo
FDACatalyst activitiesbtain IRB review andheet theHIPAA requirements of authorization or IRB

waiver of authorization.

Finally,FDACatalyst researdhntends touse a central IRB to review all FDAtalyst activitiesThe use of

one IRB by multiplenstitutions is permitted by HIPAA and the Common Rule, and has been increasingly
encouraged by federal agenciésdeed, use of a central IRBequiredfor multi-site researcfunded

bytheb I G A2yt LyaidA (amivélidve r2dhiredydhe Coniion Raltbr Inbstmultisite
researchoy January 2020
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C. SUMMARYOFQOMPLIANCE FGBENTINEL PUBLIC HEAPRACTICE, PUBHEALTH
RESEARCH ANRESEARCHCAIVITIES

Tablel provides a summary of how the HIPAA/Bcy Rule, the prdmendedCommon Rule, and the
Amended Common Ruleeat public health practice, public health research, and generajndatic
health researchThis summary is explained in detail in the Legal Analysis below.

Sentinel’

Tablel. Summary of Compliance for Sentinel Public Health Practice, Public Health Research and
Research Activities

HIPAA Privacy Rule

PreAmendedCommon Rule

AmendedCommon Rule

Public Health
Practice

The application of
existing knowledge
and techniques to

The Privacy Rulgoes not
require indivdual
authorization to disclos®HI
to a public health authority
for public health activities.

The preAmendedCommon
Rule does not define public
health practice. Public healtf
agenciesand IRBs must infer
whether an activity is public

TheAmended Common
Ruleclarifies thattt LJdzo
health surveillance

I OG A @rk dohsGbiet
to the Common Rule

LINB G SOG health practice by There is anothenew
health determining that it does not | exemptionwhere the use
FAOG Ayid2 {KS |ofthedatawil be
definition of human subject | regulated by HIPAA as
research. public health activity,
research, or health care
operations.
Public Health TheHIPAArivacy Ruldoes | The pre AmendedCommon | TheAmended Common
Research not require individual Rule does notecognize a Ruledoes notrecognize 3

Studies performed
by or for a public
health authority to
creae new
generalizable
knowledge to
improve public
health practice in
the future.

authorization to disclosure
PHI to a public health
authority for public health
activities.While & LJdzo f A
KSIHft K NiaS!
defined,it arguably is
AyOf dZRSR Ay

F OGAPAGASaDE

distinction betweerpublic
health researcland other
researchWhen a public
health activity fits within the
I 2YY2y wdzZ SQ3
research, the activity is
considered research

distinction between
public health research
and other researchAll
public health researcis
subject to the Common
Rule(unless the transfer
of datais to an entity
regulated byHIPAA).

General Research
Research that is not
Of F AaaA¥FAS
health researclE

The HIPAA Privacy Rule
defines research as
systematic investigation,
including research
development, testing and
evaluation, designed to
develop or contibute to
generalizable knowledge
Disclosures of data faron-
public healthresearch are
not eligible for the HIPAA
exemption for disclosures @
PHI to a public health
authority for public health
activities.

The pre AmendedCommon
Rule defines researd@sa
systematic investigation,
including research
development, testing and
evaluation, designed to
develop or contribute to
generalizable knowledge

TheAmended Common
Ruleadopts the same
basic definition of humari
subject research as the
pre-2018 Common Re,
but narrows the
definition by expressly
excluding four activities
that are declared not to
be research
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II. FACTUAL BACKGROUND

A. THE SENTINEL INITVE

Consistent with its mission to protect and promote the public health, the FDA embarked on the Sentinel
Initiative to create an electronic system operating across different data environmepsvider

electronic health records, health plan claims databases, and other electronic health caretdata

monitor medical products approved by the FDA. The Sentinéfini has strengthened the FDA's

FoAfAGE (2 Y2yAG2NI 6GKS LISNF2NXYIFyOS 2F YSRAOFf LINE
product safety surveillance capabilities.

The Sentinel Initiative was required by the Food and Drug Administration Amesid Act of 2007

0 & C5 ! 7Bdctio9®5 of FDAAA called for HHS to develop methods to obtain access to disparate
electronic health care data and to establish an active jpoatket risk identification and analysis system
that links and analyzes healthcadata from multiple environment8.The law set goabf access to data
from 25 million patients by July 1, 2010, and 100 million patients by July 122@di2hweremet. The
law also requiredhe FDA to work closely with partners from public, academd, privateinstitutions1°

Mini-Sentinel was a pilot project of the Sentinel Initiative, which provided the foundational work
necessary to inform and facilitate the development of a fully operational active surveillance system for
monitoring the safety oFDAregulated medical products (th@Sentinel Systes). The MiniSentinel

pilot was conducted as a collaborative effort by a consortium that included a variety of hospital systems,
health plans, universities, and research institutes

The FDA began trangihing from the MiniSentinel phase to the full Sentinel System in September

2014, and the Sentinel System officially launched in February. 20ider a contract with the FDA,

Harvard Pilgrim HealtBareL y a G A G dzGS 2LISNY 6S& (KBh[{SYLAgBE OK LISNI
administessthe Sentinel Initiative activite¢ KS { h/ LI NI ySNAR 6AGK | OoNRBIR N
G! OF RSYAO t I NIYySNaAzZ¢ O2fft SO0A@GSte NBFSNNBR (2 | a
Collaborating Institutions provides accésscientific, technicabnd organizational expertise, with Data

Partners additionally contributing health care data, as noted béfb@ollaborating Institutions receive
compensation for their conduct of Sentinel Initiative activities under subcontmaitbsthe SOC

The Sentinel Systeman active surveillance system sponsored by the FDA to monitor the safdty
effectivenesof regulated medical products and to better understand their performance in real world
contexts, using prexisting electronibealthcare data from multiple sources. The SentiBgstem

includes all FDA activities that use the Sentln&astructure to evaluate medical products using

observational methodologies

FDA G fe&ad | OGAGAGASE SELI y Rco@Einingdata idciude8 NIBd (G A 2 y |
Sentinelinfrastructurewith direct contact with providers anthdividuals FDACatalyst activities

leverage the Sentinghfrastructure and other capabilities to answer a wider range of questions than can

"Pub. L. 11685, 121 Stat. 823 (2007).

821 U.S.C. 8 355(Kk)(3).

91d.8 355(k)(3)(B)(ii).

101d.8 355(k)(34).

111d.8 355(k)(3)(B) & (4)(A). Active Collaborating Institutions are listed on the Sentinel Initiative webpage at
https://www.sentinelinitiative.ordcollaborators(last visited Sept. 20, 2017).

Sentinel hitiative Principles and Policies -4- HIPAA and Common Rule Compliance
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be addressed by th8entinel System alone. These activities ultimately complement the existing post
market surveillance system.

FDA/ I G fe@adQa FANRBG -ARD, i BeindiiiduaflyRandohizdd fridl thdt @ravitles ¢
educational materials to physicians and theatients, as part of an intervention to increase )
FYyOGAO2F 3dzA I yi dzaS T2 N Ay RA @Rikkdzsédaisk of Stioke. Theldésign- £ T A0
of this trial provides patient and providexducation on stroke preventioto determine if educéon

materials on AF result in increased use of oral anticoagulants for stroke prevention among individuals at
risk for stroke All inclusion criteria, exclusion criteria, and outcomes are determined through claims

data, through the Sentindl y A (i Adistribited 8a@azpproach. The primary outcome assessment is the
proportion of AF patients with evidence of at least one oral anticoagulant prescription fill over the

course of the 1anonth trial. The secondary aims include exploration of the ability twcegsfully

conduct a pragmatic trial to assess the public health impact of the intervention on stidke project is

the first FDACatalyststudy conducted using the Sentirlefrastructureand will inform future

interventional studies designed to le\age the Sentindhfrastructure to utilize existing health care data

as part of the study design.

Figurel. Relationship ofSentinel InitiativeActivities

Sentinel Initiative

Sentinel Infrastructure

Sentinel System FDA-Catalyst

Routine queries and other activities Routine queries + interventions and
that use pre-existing data interactions with members and/or

e  PRISM providers

e  BloodSCAN
ARIA
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B. DATA FLOW IN THE SEMEL INITIATIVE

1. Data Flow for SentinePublic HealthActivities

DF G O2y Gl Ay Ay 32 (siidR Ad\pBieni nameldh& aflyiwill ioklGvNdBm Data Partners
tothe SOC orthe FDAL Y RANB OG ¢ ARSYUGAFASNRBI AyOfdRAYy3I RIGSA
the Sentinel activities.

Data Patners maintain physical and operational control over their data, which are configured in the
{SYGAySt a/2YY2y 51 0GF a2RSté¢ GKIFG | {CamPartdeysA T2 NY
execute analysis programs that are distributed by the SQiJeovide the output of these analyses back

to the SOMy uploading results to &ederal Information Security Modernization AdBSMA 0

compliant secure transfer systetwhenever possible, the output the Data Partners share contains only
summary or aggmgate information, such as counts of health plan members categorized by: (1) the

presence or absence of a particular health condition; (2) exposure to a particetiical product (3)

the presence or absence of a particular health outcome; and (4) dembigraparacteristics.

When persodevel information is provided, itis stripped of all direct identifidfer example, in order to
confirm an adverse drug reaction, a Data Partner may provide clinical data about a particular individual;
this data will exiude name and contact information, but may include dates of serfiseanother

example, when medical charts are needed to perform chart reviews, the SOC will receive only charts
that are stripped of all direct identifiers (but include dates related topha#ient, such as birth date and

dates of service)The SOC also may use various electronic tools that will ask for gdexsbrdata to be

returned in response to queries by the S@Chehalf of the FDA-or example, the SOC plans to use a
toolcalledPax Sy i 9 LA &2RS t NBTFA{ Sfeati hitedhadivé tofevieming f@dlt wé 0 | &
chartst 9t w gAft 3IAGS (GKS {h/ GKS 2LIXiA2y 2F NBljdSadAy
LINEFAESEaE Ff2y3a gAdK GKS | FsToNIS SOCiIn3eRposé tha quekyk S 5 0 |
GLI GASY(d SLA a2 Rvellsid®@narkdf iSfdrmafiod, such asncodnteng, #Gddes,

and procedure codes, relating to the patient during a particular time pefibe more limited PEPR data
mayobvia6 G KS YySSR FT2NJ G§KS { h/ .DaththétéehéIOL yeceives rough (G A Sy
PEPR will exclude all direct identifiers.

If permitted by the SOC contracts with Data Partners, the SOC also rdsglose the data it receives
from Data Partnes to Collaborating Institutions in order to obtain expertise or support in carrying out
Sentinel System activitieShe SOC also may disclose this data to other subcontractors that are not
Collaborating Institutions for the same purposes, such as to stigpeeview of laboratory result data in
the Sentinel SystenBuch datalo not include any direct identifiers

265 A NSOG¢ AhBss idntidisiex®INded ih theBreaiion of Limited Data Sets under HIPAA. Specifically,
GRANSOGE ARSYUGATASNRE I NB (KS T2f f 2 cehployersioR®ysehdldF A SNE |
YSYOSNE 2F GKS AYRAGARIzZEEY &GO0AO0 bl YSAT O6AAOdgit2adlt |
Zip code); (iii) Telephone numbers; (iv) Fax numbers; (v) Electronic mail addresses; (vi) Social securitywiimbers;
Medical record numbers; (viii) Health plan beneficiary numbers; (ix) Account numbers; (x) Certificate/license

numbers; (xi) Vehicle identifiers and serial numbers, including license plate numbers; (xii) Device identifiers and

serial numbers; (xiii) \@b Universal Resource Locators (URLS); (xiv) Internet Protocol (IP) address numbers; (xv)
Biometric identifiers, including finger and voice prints; and (xvi) Full face photographicimages and any comparable
AYlF 353 0¢ 164.p14)@C PWD

T O1
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The data flows for Sentinel public headtttivities(medical product surveillance and medical product
effectiveness evaluation activities) areflected inFigure2:

Figure2. Sentinelinitiative Distributed Data Querying System

1- FDA data request

Sentinel Operations Center

sent to Data Partners

T f S 5
(LM 10 via FISMA-compliant
- T Sentinel Secure Network Portal k -ty secure network portal
1 I
I I
I Data Partner 1 I 2- D.ata Partners
| : : | retrieve query
Review & Run Review &
I Query Return Results |
é ¢ ¥ H ¢ T 3- Data Partners
- =i Enroll 3 .-__.? -
1 $ Demographics Q review and run query
- Utilization o - - . .
[ Ohas nacy | against their local data
: Etc : behind their firewalls
I [
| ———— | 4- Data Partners
I ssipbaned I review results for
Review &R Review & 1
: evqe::/uy un a.t:r';eﬂ\:sulu : aCCUrI.acy and privacy
-———> é — et - compliance
Demographics 0

- Utilization
Pharmacy
Etc

5&6- Data Partners
return results, stripped
of direct identifiers, to
SOC via secure portal

Itis possible that some of the aggregate data flowing from the Data Partnersto the SOC forlSentine
public healthactivitieswill technically be PHI under HIPAA, because the information reported may
AyOf dzRS RIGS&a 2F aSNWAOS 2N 3S23aNI LKAO O2RSa o
0S0OFdAS GKS Ay T2NNI A dnfvhidhlthe diagdsisNsSuffiSightly uniqaeviobe t O
able to identify an individual if paired with other available informatibnaddition, it is possible that the

FDA could request patiemtlentifiable data with agreement from the Data Partneineeded for a

compelling public health purpos@&ecause data that is classified as PHI may flow to theoEME FDA

for Sentinelpublic healthactivities we evaluate in the discussion below whether this complies with the
HIPAA Privacy Rule.

In addition, patiet-level data may flow from HIPAA covered entitgsch as hospitals or clini¢e,the
Collaborating Institutionto confirmthe validity of adverse event drug safety signatss patient-level
datamay include PHCollaborating Institutions may prowdscientific, technical, and organizational
expertise, including leading workgroups or otherwise providing expertise. The SOC-displose data

it receives from Data Partnersto Collaborating Institutions for these purposes. Such data will not include
any direct identifiersFor example, a Collaborating Institution might ask for portions of the medical

record from a treating health care provider to determine if the drug in question was administered

before or after the adverse clinical event occurredi@determine whether other patient conditions

may have resulted in the adverse clinical event obseryetther example involves state immunization
registriesto evaluate the safety of immunizations, Collaborating Institutions may seek information from
immunization registries regarding whether individuals have received certainimmunizations. Because PHI

Sentinel hitiative Principles and Policies -7- HIPAA and Common Rule Compliance
in the Sentinel Initiative
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may flow to the Collaborating Institutions for Sentinel public healttivities we evaluate below
whether this would comply with the HIPAA Privacy Rule

Additionally, Data Partners may be asked to gather information from other sources for Sentinel public
healthactivities This may include information thatis already routinely collected by other sources, such
as information in health care dataregistrie2 NJ LJ- NI A Odzf | NJ RAaSl asSa 2NJ YSRA
& 2 dzNJ S Exetnakouiceédatawily 2 G 6S | RRSR (2 GKS 51 4F t I NIySNI
without individual consentandmay be used and disclosdxyy the Data Partnesnly for the specific

activties for which they are collecteés with other data disclosed for Sentinelrposes Data Partners

will disclose externaource datdo the SOC and the FDA in summary or aggregate form where possible,

or stripped of direct identifiers where patiefével data is necessary.

2. Data Flow for FDACatalyst Activities

The SOC will often, but not always, serve as the lead researdh BilBACatalyst projectsin some
cases, other Collaborating Institutions participating in Kla#alyst will serve as the leaglsearch site.

As with the Sentinel public healdttivitiesdescribed above, directly identifiable data waitit flow to

the SOCother Collaborating Institutiongr the FDA for FD&atalyst activities. Data Partners that

choose to participate in FD@aalyst activities will maintain physical and operational control over their
data. The SOC will send requests to condeibtACatalystactivities to Data Partner$he Data Partners

will conduct the requested FD@atalyst activities behind their firewallgjch as the outreach to

providers and patients for the IMPA@Fib study described abovEhe Data Partners will provide the
results to the SOC by uploading those results to a Fi&Wpliant secure transfer system. When
possible, the results they share hgbntain only summary or aggregate information. When peiiswel
information is provided to the SOC, the Data Partner will strip all direct identifiers from the information.
For example, as described above, medical charts or PEPR data will excludetatlettifiers.

Collaborating Institutions may provide scientific, technical, and organizational expertise feCdtBst
activities, including leading workgroups or otherwise providing expertise. The SOC-tisgiose data

it receives from Data Ptarers to Collaborating Institutions for these purposes. Such data will not include
any direct identifiers.

As in the public health activitieis, possible that some of the aggregate data flowing from the Data

Partnersto the SOC f&iDACatalyst activitiswill technically be PHI under HIPAA, because the

information reported may include dates of service or geographic codes (data elements that are
GAYRANBOGE 1 Lt!! ARSYGAFTASNAOI 2NJ 6SOldzasS GKS AyT¥
diagnosis isufficiently unique to be able to identify an individual if paired with other available

information. Because data that is classified as PHI may flow to the tB®Collaborating Institutions, or

the FDAfor FDACatalyst activitieswe evaluate in the disission belowvhat use and disclosure of PHI

for FDACatalyst activities complies with tihél PAA Privacy Rule.

Finally, ly nature of the approach for FD@atalyst activities, there will be collection of information from
health care providers or health plathat are not Data Partners, but which grarticipating in FDA

[ FGFtead | OGAGA G A Bdditiahally, DkaPartNes maybdaskadto dgathér | £ 0 ®
information from other sources for FB®@atalyst activitiesThis may include information thet already
routinely collected by other sources, such as information in health care data registries for particular
diseases or medical proceduréexternal source datg. Primary source datand external source data
gAtf y20 0S I RRSGominéh DitdMbdefitholit IndividiraiNdinge tahiniay be

used and disclosed only for the specific FCgalyst activities for which they are collected

Sentinel hitiative Principles and Policies -8- HIPAA and Common Rule Compliance
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LEGAL ANALYSIS

A. APPLICABILITY OF L&AW

1. HIPAA

HIPAA, the Health Information Technology for Economicang/@l OF £ | St f G K3 @l o6dal L ¢
the regulations that implement HIPAA and HITEQtbllectively referred to in this White Paper as

Gl Lt! 103 A2GSNY 2NBFYAT FdA2ya 2N LIS2 LEderadl KI G | NB
entities are deihed to include:

1 Health care providers that transmit health information electronically in connection with o
aaul yRFNR UNJ}yalOuA2z2zyazé adzOK |a St SOUNBYAO Of
1 Healthplans, including health insurance companies, HM@dyiddicare and Medicaid
programs, employee welfare benefit plans (group health plans), and any other individual or
IANRdzZL) LX Yy GGKFIG LINPPGARSAS 2N L) ea GKS Oz2aid 21
1 Health care clearinghouses (organizations that assist health care preaderhealth plans in
conducting standard transactions, such as tipedty billing companies)
Lttt ! Ffa2 FLILX ASa (2 oo dzaAMDbSiasss absacat i© anlorgadigation2 F O 2
or person that creates, receives, maintains or traitsrRHI on behalf of a covered entity to carry out its
HIPAAcovered functions (such as billing), or uses PHI to perform certain services for the covered entity
(such as legal services).

2. Common Rule

The federal Common Rule is a set of regulations tha¢gofederallyfunded biomedical and behavioral
GNBASENOKE GKI G Ay SBSSI NIKKdeY FAya 3RIZOTAS/CHIRA dbéa | ad &

A = A

designed to develop or contribute to generalizable knowle@ye.l dzY' 'y adzo2SOua¢€ | NB f A
about wiom a researcherlatains identifiable informatioror wheredatais collected through interaction

13 Title XI1bf Division Aand Title IV of Division B of the American Recovery and Reinvestment Act of 2009, Pub. L.
111-5.

1445 C.F.R. Parts 160, 162 d16d.

BAS5CFREBcnd®mMno ORSFAYAGA2ya 2F GO0O2@0SNBR SyidAameezé GKSIE
Of SI NAy3IK2dzaSé o0 ®

16|d.§ 164.104(b).

171d.8160.1030 RSFAYAGA2Y 2F dodzaAySaa | aa20AF 0S¢0

1845 C.F.R. Part46.

91d.8n ¢ ® m N RedeRrdmeans a systematic investigation, including research development, testing and
evaluation, designed to devel@p contribute to generalizable knowledge. Activities which meet this diefimi
constitute research for purposes of this policy, whether or not they are conducted or supported under a program
which is considered research for other purposes. For examptee slemonstration and service programs may

Ay Ot dRS NXaSIFNOK OUAGAGASaADED D
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with the individuals?°L y 2 0 KSNJ 62 NRaX |y Sy i A (sSNBR2SIANDKEG diyZRYSR\C
HHS regulations if the dataasnot collected for curreny proposed researcéind the investigator

cannot readily ascertain the identity of the participants there is no interaction or intervention with
individuals

An organization must comply with the federal Common Rularfian subjectsesearch is condued or
funded by any federal department or agency that has adopted the Commor?RIie Common Rule
has been adopted by 15 federal departments and agencies, including3Bd&ause the FDA is an
agency within HHS, research funded by the FDA must comipiythvei Common Rulé2 This will include
FDACatalyst activities.

21d.8n ¢ ®© m nHumah subjéotdeans a living individual about whom aninvestigator (whether professional or

student) conducting research obtains (1) Data throughinterventianteraction with the individual, or (2)

Identifiable private informationinterventionincludes both physical procedures by which data are gathered (for

example, venipuncture) and manipulations of the subject or the subject's environment that are perflanmed

research purposes. Interactionincludes communication or interpersonal contact between investigator and
subjectPrivate informationncludes information about behavior that occurs ina contextin which anindividual

can reasonably expect that no olgation or recordingis taking place, and information which has been provided

for specific purposes by anindividual and which the individual can reasonably expect will not be made public (for
example, a medical record). Private information must be indafigt identifiable (i.e., the identity of the subjectis

or may readily be ascertained by the investigator or associated with the information) in order for obtaining the
AYTF2NYEFGA2Y (G2 O2yadAiiddziS NBXaSINDK Ay@2f gaAy3a KdzYly ad
211d.846.101.

2 HHSOHRPREGULATIONBEDERAPOLICY FOR TRROTECTION dfuMANSUBIECTS ¥WMMONRULE)((ast reviewed Mar.

18, 2016)https://www.hhs.gov/ohrp/requlationsard-policy/regulations/commosrule/index.html(last visited

Sept. 20, 2017).

2 HHSOHRPREGULATIONEOOD& DRUGADMINISTRATIOMASt reviewed Mar. 18, 2016),

https //www.hhs.gov/ohrp/regulationsandpalicy/requlations/fda/index.htm(stating that FDAis an agency of

HHS) (lastvisited Sept. 20, 2017); Barbara J. BvBAsSentinel Initiative Meeting Series: Issue Brief: Legal Issues in

Active Medical Product Surllence at 3 (Mar. 2010)ttps://www.brookings.edu/wp
content/uploads/2012/04/PaneB-IssueBrief.pdf(concluding that Common Rule would apply to FD@ded

reseach)(last visited Sept. 20, 201 Bpe alsd-DAFDASELOMANAGEMENDIRECTIVEREVIEW OFUMANSUBJECT

ReseArRCB ! LINXP MH X HAanpy 64C5! KIF A& LINPOGARSR | aadzNy yOS (2 o
research will.. comply with HHS regaitions for the protection of human research subjectsp ENATTRESEARCH
GCouncI(USYCOMMITTEE ON THISE OAHIRDPARTYTOXICITRESEARCH WIHWMANRESEARJPARTICIPANTBNTENTIONAL
HUMANDOSINGSTUDIES FAEP AREGULATORRURPOSESCIENTIFIC ANEPHICALSSUER.3 (2004)available at

https //www.ncbi.nim.nih.gov/books/NBK215888/ ¢ C5! A & 02dzyR G2 51 1 { NX3IdzZ I GA2
O2yRdzOG& Ada 26y NBXaSINDKPEO P
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The Common Ruleas amended on January 19, 2C%Therevisedrule has a presergffectivedate of
July19, 2018%>except forthe requirement to use a centralized IRB for msite researchwhichhas an
effectivedate of January 20, 2028

The revised rule, which we call thenended Common Ruie this White Paperwill affect several of the
standards discussed in this White Paper, including the requirements for informed consent, waiver of
informed consent, activities to prepare for research and for patient recruitment, and use of a centralized
IRB This paper refers to the current Common Rihiat has been in effect since 1991, as the-pre
AmendedCommon Rule.

3. FDA Regulations

The FDA regulas certain human subjects researgtp dzi G KS | LILX AOF 60Af AGe 2F GK
limited28¢ KS C5! Qa NB3AdzZA I GA2ya | { manwofly KISC & vedy Yi2lyNImadzt pSmQ &k
humansubject protectionsbutRS FA y' S & K dz¥diffgfently dzaneh& Coinmon RuleThe FDA

regulations als@pply only to clinical investigatiod8Because these regulations likely will not apply to

2482 Fed. Red.149 (Jan. 19, 2017).

2583 Fed. Reg. 2885 (Jan. 22, 2018)

%82 Fed.Reg. at71491 { Q&4 RSt I & 2F NR@udNawla, 2] doesindt SfecttideY Y2 v

January 20, 2020 compliance date for use of a centralized |RB foisiteities earchSeeB3 Fed. Reg. at 2886

0 Tnis interim final rule does not delay the compliance date for the cooperagseaarch provision of the 2018

requirements (8 .114(b)), which remains January 20, 2020.

2721 C.F.R. Parts 50 and 56.

28 SeeBarbara J. Evaribhe Limits of FDA's Authority to Regulate Clinical Research Involvinghiigiyhput DNA
Sequencing/OFoopDrRUAAWI2590 H nMp 0 6 GC5! 4ya f S3Ff FdzikK2NAGE & | NB
circumscribed, because FDA's authority to regulate researchridyran incident of its authority to regulate

medical products such as drugs and devices. This limitationis evidentin Part 812 [governing investigational device
exemptions]. As a general rule, Part 812 allows FDA to regulate investigetitmsces, aspposed to regulating
investigationsthatmerelyseRS @A O0Sa | a (22fta (2 addRe 20KSNJ GKAy3aodél(
221 CF.R.88503(g)y R pc®mMnHd6S0 ORSTFAYAY3I aKdzYly adzonaSOdGe I a a
research, eitheras a recipientoftrestk NXIA Of S 2NJ F & | O2yGNRf £ F2N LIdzNLI2 & S:
review, and investigational new drug regulatiorsse alset M /| PCOPwd 3 y MH P06 LI0 O F dzNIi K S N.
gK2aS aLISOAYSY |y Ay@SaidAal iA 20ya dzo REMAES LWINR DHGRER g0\ &l
investigational device exemption regulations).

OidgpcdPmam O0GCKAA LI NI O2yidlAya GKS 3ASYySNIf adl yRI NRA
Institutional Review Board (IRB) that reviews clinical ingatins regulated by the Food and Drug Administration

under sections 505(i) [exemption for new drugs for investigational useb20(h) [exemption for devices for

investigational use] of the act, as well as clinical investigations that support applichiiaresearch or marketing

permits for products regulated by the Food and Drug Administratiof &idd8p n ®m o6 | 0 ¢ & @liniGah y 3 & Y ¢
AyoSaimaldmey éSELISNAYSy G GKFIG Ay@2t @dSa | (Séartust NI A Of S
meet the requirements for prior submission to the Food and Drug Administration under section 505(i) [exemption

for new drugs for investigational use] or 520(g) [exemption for devices for investigational use] of the act, or need

not meet the requirenents for prior submission to the Food and Drug Administration under these sections of the

act, butthe results of which are intended to be later submitted to, or held for inspection by, the Food and Drug
Administration as part of an application for a rageh or marketing permit. The term does notinclude

Sentinel hitiative Principles and Policies -11- HIPAA and Common Rule Compliance
in the Sentinel Initiative



Sentinel’
N

the type of research that will be conducted in the FO#talyst activities, this White Paper does not
address those standés.

B. HIPAA COMPLIANCE
1. Sentinel System Public Health Activities

a. Disclosure of PHI for Public Health Activities Permitted without Individual Authorization

The provision of Sentinel Data to the FDA, the SOC, and the Collaborating Institutions to support
Sertinel public healthactivitiesis permitted under the HIPAA Privacy Rule without patient authorization.
The HIPAA Privacy Rule permits covered entities to disclose PHI for a variety of public health activities,
including to:

[A] public health authority theis authorized by law to collect or receive such information for

the purpose of preventing or controlling disease, injury, or disability, including, but not limited
to, the reporting of disease, injury, vital events such as birth or death, and the cooidoigblic
health surveillance, public health investigations, and public health interventions; or, at the
direction of a public health authority, to an official of a foreign government agency that is acting
in collaboration with a public health authorify.

¢KS C5! A& | dallzotAO0 KSFIfOGK | dZiK2NARGE&E dzy RSNJ | Lt!

[Aln agencyr authority of the United States, a State, a territory, a political subdivision of a
State or territory, or an Indian trib@r a person or entity acting under a grasitauthority from

or contract with such public agenapcluding the employees or agents of such public agency or
its contractors or persons or entities to whom it has granted authority, that is responsible for
public health matters as part of its officimandate32

The SOC and its subcontractors (the Collaborating Institutions, and other subcontractors retained by the

{h/ G2 OIF NNB 2dzi {SyiaaySt {eadsSYy OGAGAGASAL I f a2
they are acting under contract witor under a grant of authority from the FDA. The SOC is performing

its functions under contract with the FDA. Moreover, even though the Collaborating Institutions do not

have a direct contract with the FDA, the FDA issued a letter to the Sentinel Opsr&eater in 2010

explaining that both the Sentinel Operations Center and its subcontractors are acting under a grant of

experiments that must meet the provisions of part 58, regarding nonclinical laboratory studies. The

termsresearch, clinical research, clinical study, staayiclinical investigatioare deemed to be syonymous for

LJdzNLJ2 & Sa BIBSplckbwan HLAFONII @S Y LIKF A a Ay 2NAIAYFE 0 pndoo 00
biological product for human use, medical device for human use, human food additive, color additive, electronic

product, orany other article subject to regulation under the act or under sections 351 eB8BE of the Public

I SIt 0K { &INg56.105]), 503().¢ ¢

3145 C.F.R.$64.512(b)(1)(i).

3210.81645010 RSFAYAGAZ2Y 27F d(ebdgbabidadded S f G K | dzi K2NR G@é 0
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authority from the FDA. (Sdexhibit 3) This will extend to other subcontractors retainedthg SOC to
assist in carrying out Sentinel System activities, even if they are not Collaborating Institutions.

The release of PHI to the FDA for purposes of medical product safety surveillance and medical product
STFTAOI O& A& TF2NJHKBK d2O0RNIRIZOMNE 12yFO $.dz6 fIdeDLIKES a s | &
0SOl dzasS UK2asS | OuAGAUASa Tl &t &yderedBisclosurgdfRHKA Y U
is to a public health authority fahe conduct of public health surveillancéhe HIPAA Pracy Ruledoes

not require the covered entity to obtain individual authorization for the disclostf&hus, data sources

release PHothe FDAthd h/ = GKS /2t ft 602N} GAy3 LyadAddzZiaAzyaz |
KSI f K | dzi K2 nNdsdioktiedséntinelSysiend dCtivitissldz

The HIPARrivacy Rulsuggests thatesearch conducted by a public health autharityith the principal

aim of improving public health practiceinthe futuled + £ &2 |+ &Lzt A0 KSIf G K |
individual authorizationt KS t NA g Oé wdzZt S R2Sa y2u RSTAYS alLJz
NBE&aSFNOKEé YR RNI ¢a v 2InskRddihie Pryvadyi Rul grovideS an@&&pionid K S
| Lt! ! Qd AYRA@GARdZ f | dzRrdBNNSIRI Bx/FyA INISIadzZRNIR YOS 2 & So KRS
KSI f G K PBSThis &x@eptipleSs3HIPAA covered entities disclose PHI (even in identifiable form)
gAGK2dzi AYRAGARdzZ f | dzi K2 N¥ ifcliding syate arsi feiateta]q@@bﬁc}\’cv) KSI f ,l'fl
health agencies like FDA , their employees, and contra®morE 2 NJ & LJdzo0f A O KSI| f 0 K & dzZNJJ!
KSIFEfOK AYy@SaidAalr GA2yas®t KRALHZaEADTFKEKSUE2NRIBNP S
suggests that covered entiti@saydisclose data, whout individual authorization, for legally authorized

public health research agell as public health practic®However, we understand that many of the

FDACatalyst activities may be in the nature of genei@i-public healthresearctthat isnot eligide for

this exception. Therefore, access to Sentinel Data for use ird&Delyst activities generally will need to

O2YLX & gAGK 1 Lt!! Qa phiakiGgNddiNddd aathdiBatos §RB waivéok dzOK | &
authorizatior, rather than relying onhte public health activities exception.

o
K &

o)
A
[

However, as we discuss in SectibrC. Ibelow, theCommon Rule does make a distinction between

public health practice and public health research, and public health research requires IRB review under
the Common Rule.

BGWEBKS t NAGF 08 wdzf S aLISOAFAOFITEE LISNN¥AGE O20SNBR Syl
adverse events and other information related to the quality, effectiveness and safety efdgblated products

both to the manufacturers Y R R A NB FDASEFETHEP AACBIBLIANEE FARPORTERS FDAVIEDNVATCH
(lastupdated Mar. 25, 2018)itp://www.fda.gov/Safety/MedWatch/HowToReport/ucm085589.hiffastvisited

Sept. 20, 2017xiting HHS Office for Civil Rights Guidance Explaining Significant Aspects of the Privacy Rule at page
28).

3445 C.F.R.864.512(b)(1)(i).

%5 The internal use of PHI by the Collaborating Institution would similarly be permitteer tlPAASeeBarbara J.
EvansAuthority of the Food and Drug Administration to Require Data Access and Control Use Rights in the Sentinel
Data Network65 Foop& DrRudaw DURNAIG7, 112 (2009).

%45 C.F.R. 8§ 164.512(b)i).

$71d.

8]d.8164.501(deF AYAGA2Y 2F GLIz20t A0 KSIfOK | dziK2NRGEE O D

%91d.§ 164.512(b)(1).

40 Barbara JEvansMuch Ado about Data Ownershgb HARVARD .Law& TECHE9, 118 (2011).
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b. Verification of Identity and Authority to Request PHI

To disclose PHI to the FDA or an entity acting under a contract or other grant of authority from the FDA,
RIFEUOF &2dz2NOSa YdzZAaud O2YyFTANY UKS NBOALARSt®@A ARSYUALU
request the PH#! A covered entity is entitled to rely on written confirmation on FDA letterhead that the

SOC and the Collaborating Institutions are acting on behalf of the FDA, and that they have the legal

authority to request PHI for Sentineyssem activities'? As noted above, the FDA issued a letter to the

Sentinel Coordinating Center explaining that both the Sentinel Coordinating Center and the

Collaborating Institutions are acting under a grant of authority from the FDA, pursuant to the lega

authority provided by the FDAA/deExhibit 3) In other words, the data sources are not expected to

make their own independent inquiry into whether queries from the FDA, the SOC, the Collaborating
Institutionsor other SOC subcontractors for Sentinel System activities serve a legally authorized public

health purpose.

c. Data Use Agreements Are Not Required for Disclosure to a Public Health Authority for
Public Health Activities

Where the disclosure of PHI is tpablic health authority for public health activities, the HIPAA Privacy

wdzf S R2S& y20 NBdANSE GKS NBOALASY(d (G2 arady I 51
permit a covered entity to releaselamited Data Sefpartially deidentified daa) for public health,

research and health care operations purposes, as long as the covered entity first obtains a DUA with the
recipient of the Limited Data Sét.This rule permits the release of a Limited Data Set to entities that are

41d.8 164.514()(1)().

421d.§ 164.514(h)(2)(ii)(C) (allowing a covered entity, when maksipsure to a person actingon behalf of a

LJdzot AO 2FFAOAILIE EZ G2 NXfe& 2y dalF gNAGGSYy adl aSySyd 2y |
dzy RSNJ 6 KS 3I2@SNYYSyYy(iQa I dziK2NRGE 2N 20KSMaf&rdA RSy OS 2N
ASNYAOSa X (KFG SadlotArakSa GKIF(G (séellsoidNE2Y Aa | OGAy:
164.514(h)(2)(iii)(A) (permitting a covered entity to rely on the written statement of a public agency regarding the

legal authority under which is requesting PHI, or an oral statement if a written statementis impracticable).

¢KS tNBIYO6ES (2 GKS t NA G Oé wdz S SELX FAYSR FTdzNIKSNY a
means taking reasonable steps to verifythattherequest f I ¢ Fdd dzy RSNJ G KA & NX3IdA | GA 2
requesting the protected informationis a public official, covered entities must verify the identity of the requester

by examination of reasonable evidence, such as a written statement of identity onyalgéiechead, an

identification badge, or similar proof of official status. . .. . Similarly, covered entities are required to verify the

legal authority supporting the request by examination of reasonable evidence, such as a written request provided

on agency letterhead that describes the legal authority for requesting the release. . . . . In some circumstances, a

person or entity acting on behalf of a government agency may make a request for disclosure of protected health
information under these subsecotis. . . . . For example, public health agencies may contract with a nonprofit

agency to collectand analyze certain data. . . . . In such cases, the covered entity is required to verify the
NEIljdzSaiG2Nna ARSydGAaAde | yR | ddedo2ungntaton thakinPedr@HKoriSdetngy A y | ( A 2
on behalf of a governmentagency... .. Reasonable evidence includes a written request provided on agency

letterhead that describes the legal authority for requesting the release and states that the parsphitpis

FOGAY3a dzy RSNJ GKS F 3Sy0e 2N I ddiK2NAG@dé cp CSR® wS3Id vy
445 C.F.R.§164.5B)
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y2 Ui aLJdzolf dk(iOK 2KNSAFGEAGSKE ¢ dzy RSNJ I Lt ! !X o6dzi GKFEG F NB dza.
LIZNLI2 8Sad | 26SOSNE AF (GKS RAAOf2ad2NB 2F tl L A& (2
need to be limited to a Limited Data Set, nor does it require a [Ragher, covered entities may release
fully-identifiable PHI to public health authoritigs.

However, some Data Partners have requested the SOC to sign DUAs, which the SOC has agreedtodo. An
advantage of disclosing Limited Data Sets pursuant to a Diddtisuch disclosures do not need to be

Ay Of dzZRSR AW3d y2 T | DIORQLyA1&AdzNS & dzy RvBhbiit datient | | = g KSNB L &
authorization for public health activities must be includ®dIPAA gives an individual the right to

request and receive aaccounting of disclosures of PiHade by the covered entity or its business

associates within the previous six years, except for certain excluded categories of dis¢clvsluesg

disclosures of Limited Data Sets pursuant to a Dildisclosures pursuan G2 'y AYRA @A RdzZ £ Q

authorization#®

d. Compliance with Minimum Necessary Standard

I Lt!! O20SNBR SyiuAdAaSa FyR odaAaAySaa | aaz20Aal0Sa vd
releasing PHI for public health purposédshis simply means that a covered gynmust make

reasonable efforts to limit the information to the minimum amount of information that is necessary to
accomplish the intended purpose of the disclosé#ayith some limited exceptions not relevant hefe.

A covered entity may not disclose thete&e medical record unless there is a specific justification for

doing so2°

'YRSNJ GKS 1 Lt!! tNARGIO& wdzZ Sz I O20SNBR Syididae Yl
that the data requested are the minimum necessary data that the agency nedaléll the purpose of

its request>! When the FDA (or the SOC or Collaborating Institutions acting on behalf of FDA) sends a

query to a covered entity, Sentinel System policies require the request to be limited to what is required

to evaluate the medidgproductsafety and effectivenes€overed entities thus may rely on these public

health authority requests as being limited to the minimum amount of PHI necessary for the Sentinel

System activities.

441d.8 164.512(b(1).

451d.§ 164.528(a)(1).

41]d.

471d.8 164.502(b).

4845 C.F.RR 164.502(b)(1).

401d.§ 164.502(b)(2).

501d.§ 164514(d)(5).

51Sedd.? Mcn dPpMNOROOOVOAAADO! U 64! O2@SNBR Sydiade YIFe& NS
on a requested disclosure as the minimum necessary for the stated purpose when: (A) Making disclosures to public
officials that are permitted under 8 164.512, if the public official represents that the information requested is the
YAYAYdzy ySOSaalNE F2NJGKS adlF GSR LJzN1I2aSde o d
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e. Sale of PHI
¢KS 1Lt! 1 tNRKQGFO8 ofvRil, BeludigRikitedDath Sts0{KSt S¢a I X3S eRSTAY S
AYRANBOG ' yR RANBOG NBYdzySNI A2y FTNRY 2NJ 2y 0SKI

gAOK2dzi GKS Ay RASHoder, theréguldtiamsickntadieleraliexcepyiomdar
which a covered entity is permitted to receive remuneration for disclosures, including disclosures for
public health activities?

TKS /2ffF 02N GAy3a LyadAadGdziazya | NB THhedificeNd OMA Ay 3
wA 3 K & camindntany én bhis issue demonstrates that payment for services rendeesen if

those services involve the provision of PHHA €  y 234 6S GNBFGSR a GKS aal f
received to conduct research or government programs. Rather, the ptianitapplies where the

covered entity or business associgtemarilyis being compensated to supply PHI. The OCR explained:

[W]e do not consider sale of protected health information in this provision to
encompass payments a covered entity may receivéértorm of grants, or contracts or
other arrangements to perform programs or activities, such as a research study,
because any provision of protected health information to the payer is a byproduct of the
service being provided. Thus, the payment by a aesle sponsor to a covered entity to
conduct a research study is not considered a sale of protected health information even
if research results that may include protected health information are disclosed to the
sponsor in the course of the study. Furthdretreceipt of a grant or funding from a
government agency to conduct a program is not a sale of protected health information,
even if, as a condition of receiving the funding, the covered entity is required to report
protected health information to the agey for program oversight or other purposes. . ..

... In contrast, a sale of protected health information occurs when the covered entity
primarily is being compensated to supply data it maintains in its role as a covered entity
(or business associate).. For example, a disclosure of protected health information by

a covered entity to a third party researcher thatis conducting the researchin exchange
for remuneration would fall within these provisions, unless the only remuneration
received is a rezonable, cosbased fee to cover the cost to prepare and transmit the
data for such purposes (see belo%).

Here, Collaborating Institutions will be compensated for the services they provide to implement the
Sentinel System activities, not for the PHI tipegvide to support those activities.

521d.8§ 164.502(a)(5)(ii). The prohibition on sale applies to Limited Data Sets. Because LimitedsDadey Se

include indirectidentifiers, such as dates related to patients and geographic designations, Limited Data Sets are
technically PHI. As PHI, Limited Data Sets are subject to th&ad# Fed. Reg. 5565, 5609 (Jan. 25, 2013)

045 A a0t 2 ahdafddnatior2t h&s Heeri didlentified in accordance with the Privacy Rule at §
164.514(bXd) are not subject to the remuneration prohibition as suchinformation is not protected health
information under the Rule.... [However, we] decline to completsdgmpt limited data sets from these provisions
as,unlikedeA RSYGAFASR RIGlIT GKS& NS adatt LINRPGSOGSR KSEf Gf
5345 C.F.R. § 164.502(a)(5)(ii).

5445 C.F.R. 8§ 164.502(a)(5)(i1)(2)(i) (permitting remuneration for disclosures of PlithaedData Sets for public
health purposes).

5578 Fed. Regit 560607
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2. FDACatalyst Research Activities

Some of the FD&atalyst activities may be in the nature of public health research, done by tbrefor

FDA with the primary aim of improvingeC5 ! Q& LJdzof A O K S | ré. Ad€esd tiNSerihiielk O
Data for such studiearguablyg 2 df R 6S St A3IA6tS F2NI I Lt! ! Qa SE
However, many FDE8atalyst activities may be in the nature of general research that aims to produce
generalizable knowledge to impve health care and patient treatmemot public health practicd-or

this reasonthe FDA has determined that it will treat FiZatalyst activities agenerakesearch.

Moreover, some Data Partners may determine as a matter of policy to treat all cgearcluding

public health researah as needing to meet the HIPAA Privacy Rule requirements related to research.
This section thus discusses the HIPAA rules relatesbarclactivities

Ay
L

S
OS LJi .

S

a. Requirementdor Use and Disclosure of PHI for Research

The HIPAARR @I O8 w debefrcliR&TA VARB GENIF G A0 Ay @dSadGAal GA2y T A\
development, testingt YR S @I f dzr G A2y > RSaA3IYySR (G2 RS@OSHE2LI 2N C
Under the HIPAA Privacy Rule, covered entities may use PHI internadlgdarch or disclose PHI
externally to third parties for researgith the exception of public health investigations, described in
the sectionmmediatelyabove),only if the requirements of at leasine of the following HIPAA rules are
met:>7
 Theresedl DK &adzo 2S00 2NJ 6KS &dz22S00Qa I dzZi K2NAT SR NX
authorization (or aninformed consent document that integrates all HIPAA authorization
requirements)?®
An IRB has waived the requirement for authorizatién;
Theresearchivf S & 2REFUGARESRE RIEGFT
9 The research uses or discloses a Limited Data Set and the covered entity has a DUA in place with
the recipient of the Limited Data Sét;
1 The activities arenly to prepare for research and required representations argoted from
the researcher$?
The use or disclosure is for patient recruitment purposes, within certain Ifhits;
The researchinvolves only the information of decedents and required representations are
obtained from the researcher),

= =4

= =4

%4A5CF.R.§164501IRSTAYAGA2Y 2F aNXaSINDKeo o

571d.8§ 164.512(i) (general rules for use and disclosure of patient information for research). Other HIPAArules are
cited as appliable.

8]d.§ 164.508.

%91d.§ 164.512().

601d.§ 164.514(a]b).

6145 C.F.R. § 164.514(c).

621d.§ 164.512()).

531d.§ 164.506 (treatment or health care operations).

641d.8 164.512().
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1 The disclosure of thBHl is required by la#?or

1 ¢KS NBaSINOK A& G3INFyR?P § KSNERE dzyRSNJ G KS | Lt!
The HIPAA rules apply both to internal use (including employees accessing, collecting, or otherwise using
PHI) and to access by or disclosure to third parties outsidibedflIPAA covered entityhis section of
the White Paper discusses the six HIPAA rules most likely to be utilized durki2pFid/st researclfl)
disclosure pursuant to a written HIPAA authorization signed by the research participant; (2) disclosure
pursuant to an IRB waiver of HIPAA authorization; (3) disclosure-idedéfied information; (4)
disclosure of a Limited Data Set pursuant to a DUA; (5) disclosure to prepare for research; and (6)
disclosure for patient recruitment for research.

(1) Individual Authorization

A HIPAA authorization form for use or disclosure of PHI for research purposes must include a number of
itemss7’

1 A specific and meaningful description of the PHI to be used or disclosed in the research (such as
0KS LI NI AOA LI K& a2 NOYSRRAONIE Y NBBO2NA YA G SR LR NI A2Y
laboratory results);

9 The name or specific identification of the persons or class of persons authorized to make the use
2NJ RAaOf 2ad2NBE 0adzOK a GKS 51 G ardbrddfing/ SNJ | YR (0
hospitals);

1 The name or specific identification of the persons or class of persons who will have access to the

PHI (such as the research site, principal investigator, IRB, sponsor, other third parties involved in

the research, data safety maaring board (if applicable), and HHS);

A description of the specific research protocol or study;

An expiration date or event (such as the end of the study), or a statement that the authorization

has no expiration;

¢ ! adl dSYSyid 27F ( KeSokethesdihbridaxidrlin yoritigy &ndMBescKpiion 6f2
how to do so;

1 A statement that the participant may not revoke the authorization as to information already
disclosed for the research where the information is necessary to maintain the integrtg of t
study data, or a description of other exceptions where the participant may not revoke the
authorization;

1 A statement that the entity disclosing the PHI may not condition treatment, payment,
enrollment or eligibility for benefits on the participant siggithe authorization. If the individual
will not be allowed to participate in a clinical trial without signing the authorization, the
authorization must include a statement to that effect;

1 A statement that the information disclosed for the research masgiuigect to redisclosure by
the recipient and no longer be protected by the federal privacy féle;

= =4

65]d.§ 164.512(a).

6645 C.F.R. § 164.512(i).

67|d.§ 164.508.

8] NIBXTFSNSyOS GKI({G GKS NBSOALASYy(dQa dzasS 2F tlL A& 3I2@SN
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1 If the participant will not be given access to medical records during the study, a statement that

the participant agrees to the denial of access when cotisgrio participate in the study, and

that the right of access to the records will be reinstated upon completion of the study;

¢KS LI NGAOALNI yGQa araayl GddzNB FyR GKS RFEFGS 2F &1
If the authorization is executed by a personal representative of #iréigipant, a description of

OKFG LISNB2YyQa FdzZiK2NAGe G2 1 OG F2NJ GKS LI NI AO;

A copy of the signed authorization must be given to the participant.

= =4

Under the 2013 revisions to the HIPAA rules, an authorization may seek permission to use or disclose
PHIfor future research, aslong as the authorization adequately describes the future research purposes
GadzOK GKIFIG Ald 62dfdR 6S NBIFaz2yrofS T2NJ 464KS AYRAJAR
information could be used or disclosed for such future Fe$eIFKHEEOCR expressly provided covered

entities with substantial flexibility in determining appropriate language to accomplisifisis

OKIFy3Sa GKS h/wQa LINBE@A2dza AYGSNIINBGIFGA2Y GKFG |
or disclosePHI for future unspecified research, which conflicted with the Common Rule.

However, if the HIPAA authorization for future researchis combined with a HIPAA authorization to
participate in a clinical trial, the HIPAA authorization for future researc thu 6 S -AlyyE  GO2SLAGG K S NJ

(@]}

678 Fed. Reg. 556561213(Jan. 25,201 a Ly 2NRSNJ (2 al GAafFe GKS NXIjdzA NBYS
description of each purpose tfe requesteduse or disclosure, an authorization for uses and disclosures of
protected health information for future research purposes must adequately describe such purposes such that it
would be reasonable for the individual to expect that his or her protected héafidnmation could be used or
disclosed for such future research. This could include specific statements with respect to sensitive research to the
extent such research is contemplated. However, we do not prescribe specific statements inthe Rule. We agree
thatitis difficult to define whatis sensitive and that this concept changes overtime. We also agree with
commenters that this approach best harmonizes with practice under the Common Rule regarding informed
consent for future research, and allows cowkantities, researchers and Institutional Review Boards to have
flexibility in determining what adequately describes a future research purpose depending on the circumstances.
We have consulted with Office for Human Research Protections (OHRP) and thetR3Aapproachto ensure
consistency and harmonization with the HHS and FDA human subjects protections regulations, where appropriate.
G2 A 0K NXaLSOolh G2 O02YYSyYydSNR GKIG adriSR AG A& A YL
research, & note that we are aligning with existing practice under the Common Rule inregardto informed
consent and still require that all required elements of authorization be included inan authorization for future
research, even if they are to be described imare general manner than is done for specific studies.
Gt dzZNR dzZ yd G2 GKAA Y2ZRAFASR AYUGSNIINBGFGA2YyZ O20SNBS
the use or disclosure of protected health information for future research may do so déiramgfter the effective
date of this finalrule. Alternatively, covered entities may continue to use only sipdgific authorizations for
NSaSINOK AF GKS&8 OK22aSoé0o
0ld.
145 C.F.R.§164.508;21 C.F.R.8§50.25;45 C.F.R. 8§ HIS®O HRARESBRCHREPOSITORIHIATABASEAND THE
HIPA/ARIVACRULENIH July 20043vailable at
http://privacyruleandresearch.nih.gov/pdf/research_repositories_final;[@HRRNDNIH,INSTITUTIONAREVIEW
BoARDS AND TH# PAARIVACRULEL1-12 (Aug. 15, 2003), at
http://privacyruleandresearch.nih.gov/pdf/IRB_Factsheet.pdf
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checkbox, separate signature, or separate for)participant may be required to sign a HIPAA
authorization to use and disclose PHI for the particular clinical trial, as a condition of participating in the
clinical trial”20Onthe other hand, a clinical trial participant cannot be required to sign an authorization
to use PHI for future research as a condition of participating in the clinical trial, so the individual must be
AAGSY (KS 2LILR NI dzy Al e dhZIftieHPANatofzatibrerequiiréntentstadel dzZNB N
integrated into the informed consent document (rather than being a separate form), the informed
O2yaSyid R20dzySyid ¢2dzZ-Ry & SBRNIGRdzLIRIDA RS & & KD & @ LG

(2) IRB Waiver of HIPAA Authorization
fAG Aa y20 FSIFaAaoftS G2 3 S KNBEKS IAND KF | LAFNNIRA @ASLLIBAYOH & Q
research where it will not be feasible to contact thousands or even millions of individuals for
authorization researchers may ask an IRB to waive the HERAAorization requirement.

To have the IRB grant this request, the researcher must demonsaatkthe |RBnustdocument three
things:
1. ¢ KS dzaS 2NJ RA&AOf 248d2NB 2F GKS LI NIAOALI yiaQ ARS
risk to their privay, based on: (a) an adequate plan to protect information identifying the
participants from improper use and disclosure; (b) an adequate plan to destroy information
identifying the participants at the earliest opportunity consistent with conduct of theaesh
(unless there is a health or research justification for retention or if retention is required by law);
and (c) adequate written assurances that the information identifying the participants will not be
reused or disclosed to any other person or entéycept as required by law, for authorized
oversight of the study, or for other research permitted by the rules;

2. The research could not practicably be conducted without the waiver or alteration of
authorization; and

3. The research could not practicably benducted without access to and use of information
identifying the participants?

2The Privacy Rule permitzavered entity to require an individual to sign an authorizationto use or disclose the
AYRAGARdzZ tQa tIL a I O2yRAGAZ2Y 24FCHRBEISASIKYH().0 NS (GYSy
Bonp /[ dChOwP 3 mcn dp ny Giohg) Anauthorization Hvasddddisdosure dfpristecied hiedith

information may not be combined with any other document to create a compound authorization, except as

follows:(i) An authorization for the use or disclosure of protected health informdtoa research study may be

combined with any other type of written permission for the same or ancther research study. This exception

includes combining an authorization for the use or disclosure of protected health information for a research study

with another authorization for the same research study, with an authorization for the creation or maintenance of a
research database or repository, or with a consent to participate in research. Where a covered health care

provider has conditioned the provision ifsearchrelated treatment on the provision of one of the authorizations,

as permitted under paragraph (b)(4)(i) of this section, any compound authorization created under this paragraph

must clearly differentiate between the conditioned and unconditionethponents and provide the individual

GAGK 'y 2L NIdzyAde G2 2L Ay (2 (GKS NBXa&SlsadBs8l OG A OA
Fed. Reg. at 5609611 (interpreting compound authorization requirements inresearch).

445 C.F.R8 164.512(i).
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If researchers are able to collect HIPAA authorization from the participants for some purposes but not
others, the researchers can ask the IRBEafpartial waiver or alteation of the authorization. For

example, researchers could ask the IRB to waive authorization for the initial review of records to
determine which patients may be appropriate participants (but not a waiver for enrolling those patients
in a clinical trial)Another example is that researchers could ask the IRB to approve verbal authorization
if the contact with the participants will be by phone.

(3) De-ldentified Data

¢CKS ITLt!! tNARGIFOe wdAS LINRPGSOGa It AweddI GA2Yy 0
members. However, information that has been-identified pursuant to the HIPAA ddentification
rules is no longer protectedby HIPAA. Lt ! | LISNNXAGAARSZIBFRE AFTFTARIBI (A

used or released for research:

First, theO2 OSNBER Sy idAade Oly NBY2@S 2NJ O2RS |ttt 2F (KS
include all of the following data about individuals and their family members, household members, or
employers:

1 Name;

1 Street address, city, county, precinct,zp code (unless only the first three digits of the zip code
are used and the area has more than 20,000 residents);

The month and day of dates directly related to an individual, such as birth date, admission date,
discharge date, dates of service, or éaif death;

Age if over 89 (unless aggregated into a single category of age 90 and older);

Telephone numbers;

Fax numbers;

Email addresses;

Social security numbers;

Medical record numbers;

Health plan beneficiary numbers;

Account numbers;

Certificate/liense numbers;

Vehicle identifiers, serial numbers, and license plate numbers;

Device identifiers and serial numbers;

Web Universal Resource Locators (URLS) and Internet Protocol (IP) addresses;

Biometric identifiers, such as fingerprints

Fuliface photogaphs and any comparable images; or

Any other unique identifying number, characteristic, or code.

=

= =4 -8 -8 _5_9_42_-9_-24_-=°._-49.-2°

=

If the covered entity has actual knowledge that, even with these identifiers removed or coded, the
remaining information could be used alone or in combinatigth other information to identify the
individual, then the information still must be treated as FFtl. example, the information may

51d.8§ 164.502(d). If information is figlentified, it must then be treated as PHI once agaiinformationthatis
coded may not be disclosed withthe cotte.
761d.§ 164.514(a)]b).
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NEBLINS&aSyh,e aRyWl 6 KAOKEKE aRAIF Iy2aiad 2NJ O2yRAGAZ2Y 6 &dz0

unique to beable to identify an individual if paired with other available information.

If the identifiers are coded before use or disclosure for the research, the code may not be derived from

any information about the patient or plan member. For example, the codembje derived from the s

AYRAOGARAZ £t Qa az2O0AFf aSOdz2NAUeée ydzYoSNE YSRAOFf NBO?2

capable of being translated to identify the individual.

A covered entity may have one of its employees or a third parigeetify the PHI before use or

disclosure of the information for research purposé&sis process of diglentifying PHI is treated as

O20SNBR SyiAade GKSIFIfGdK OFNB 2LISNI 0A2yazeé  7gKAOK Yl

When a noremployed third @arty (including a noemployed researcher) does the -tientification, the

covered entity must have a business associate agreement in place with that third’pahg.third party

is a business associate of the covered entity for purposes -mfedfeifying the data, even if the de

identified is not used by the covered entit§The definition ofthealth care operatiorisdoes not carry

any requirement that the covered entity receive financiabaoryother benefit from thede-identified

data.8°However, after be deidentification process, the business associate may not retain the fully

identifiable information for research without following one of the other HIPAA rules for use or
disclosure of PHI for researéh.

The second dédentification method is that the&overed entity can have a qualified statistical expert
determine that the risk is very small that the identifiers present could be used alone, or in combination
with other available information, to identify the patient. The statistical expert must be agoewith
knowledge ofand experience withgenerally accepted statistical and scientific principles and methods
for rendering information noandividually identifiable, and must document the methods and results of
the analysis that justifies the conclusiof very small risk. Trevered entity must keep this
documentation for six year$.he OCR published an extensive guidance document -geedéfication of
PHI82

71d.88 164.501 (defining health care operatiori§4.506 (use or disclosure of PHI for health care operations).

781d.88 164.502(e), 164.504(spe alsdNIH,QLINICARESEARCH AND THEP AAPRIVACRULEL4 (Feb. 2004NIHPUR

No. 04-5495) [hereinafter NIH, Pub. No.®495],available at A L o o

http://privacyruleandresearch.nih.gov/pdf/clin_research.ifd ¢ KS t NJA g O é-idenifrfaton]© Bey' a A RS NRA
v

a health care operation, as defined at section 164.501, of the coveregeAsitsuch, a covered entity could
contract with a business associate, including aresearcher,to credteREY G A TASR RIFGF 2NJ F A
945 C.F.R.$64.502(d)(1)see alsdNIH,Pus No. 04-5495, at 14supra(concluding that a covered engitnay

discloseits PHI to a third party researcher, for the researcher{delgify that information to support the
NSaSINOKSNDa NXaSIkNDK 6y2i GKS O2@0SNBSR SyidArdeqa NXas$s
OSegqrp / PCOWD P mMcndpam ORSFAYAYI aKSFfGK OFNB 2LISNI A
811d.88 164.5Q(e), 164.504(e).

82 SedD CRGUIDANCIREGARDINMETHODS FAPE-IDENTIFICATION BROTECTHHEALTHNFORMATION INCCORDANCE WITH
THEHEALTHNSURANCEORTABILITY AKCCOUNTABILIAZT(HIPAAPRIVACRULENOV. 26, 2012pvailable at

https ://www.hhs.gov/sites /default/files/ocr/privacy/hipaa/understanding/coveredentities/De
identification/nhs_deid_guidance.pdf

I
/
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(4) Limited Data Sets

ALimited Data Set is partially déentified patient information. A Limgtd Data Set may not include any
of the identifiers listed under the dientification rule, except for: (1) geographic designations above
the street level or PO Box; (2) dates directly related to a patient, such as dates of service, birth date,
admission dte, discharge date, or date of death; or (3) any other unique identifying number,
characteristic, or code that is not expressly listed as an idengfi€he research personnel who access,
review, collect, or receive a Limited Data Set must sign a DWhidh they agree to protect the
confidentiality of the information. This requirement applies to internal personnel, as well to outside
researchers.

A DUA must do the following:

A. Establish the permitted uses and disclosures of such information by thedimféte set
recipient [the purpose of which must be limited to research, public health activities or
health care operations]. The DUA may not authorize the limited data set recipient to use
or further disclose the information in a manner that would viol#te requirements of
this subpart, if done by the covered entity;

B. Establish who is permitted to use or receive the limited data set; and

C. Provide that the limited data set recipient will:

1. Not use or further disclose the information other than as permittediyy DUA
or as otherwise required by law;

2. Use appropriate safeguardsto prevent use or disclosure of the information
other than as provided for by the DUA,

3. Report to the covered entity any use or disclosure of the information not
provided for by its DUA afhich it becomes aware;

4. Ensure that any agents, including a subcontractor, to whom it provides the
limited data set agreesto the same restrictions and conditions that apply to the
limited data set recipient with respect to such information; and

5. Not idenify the information or contact the individuals represented in the
information 84

A business associate agreement is not required when the covered entity discloses a Limited Data Set
under a DUAS However, a business associate agreement is required if ttipiest is also the entity
that will create the Limited Data Set

8345 C.F.R.8164.514(e).

841d.8 164.514(e)(4).

8ld?3 Mcn®pnnoS0O6o0VOABL 04! O2OSNBR SyiuAirde Yreée O2YLX & ¢
entity discloses only a limited data setto a business associate for the business associatedatahealth care

operations function and the covered entity has a data use agreement with the business associate that complies

GAGK 2 mMmcn®dpmnoS0ony | yReaBaywc CERPn wiSEOMb B p & nimLIBK WS & @
guidancehat clarifies thatif only a limited datasetis released to a business associate for a health care operations
purpose, then a data use agreement suffices and a business associate agreement is not necessary. To make this
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(5) Activities to Prepare for Research

If researchers merely want to access or review PHI to prepare for research, researchers may view that
information if they provide the covered entity withé following representations in writing:

1. The PHIis sought solely to prepare for research;
2. The PHI is necessary to prepare for research; and

3. No information identifying individuals will be removed from the premises in the course of the
review.

Activities toprepare for research include activities such as preparing a research protocol or developing a
research hypothesis, identifying prospective research participants, or screening patient records to
identify whether there are a sufficient number of patientsaafacility to function as a site for a clinical
trial.86 Contacting patients to solicit participation in a clinical trial is not an activity to prepare for
researchg’

LT NBA&ASFNOKSNE gAff ySSR (2 NBY20S thédrésealthtBBY (G KS C
must ask the IRB to waive authorization instead, or another HIPAA option must be satisfied. In its

JdA Rl yOS R20dzySyid SyuAidtSR al SHEGK { SNXPAOSa wSasSt
that while remote access alone is not essarily a removal of PHI, the printing, copying, saving, or

electronically faxing of such PHI would be considered to be a removal &8 PHI.

(6) Patient Recruitment

HIPAA permits the use or disclosure of PHI for patient recruitrffrtst, a health care prayer may

O2y Gtk OG GKS LINPOARSNRA 26y LI GASyGa G2 RSGSNYA
clinicaltrialL ¥ G KS LINPGZARSNI 2NJ (0 KS LINEDawRB RS thabuge df 2 & S
t1 L A& F2N Siilika@dehrchstidpthatl YEFHSSHAFNSBI G YSyido 2N
2LISNI A2y aé LMN1LRaSas 020K 2F gKAOK I NBThaS NIV A G
health care provider also may use a remployed third party (including the researcher) to corntac

patients for recruitment purposes, but the provider first would have to obtain a business associate

Y
S
G

"R U
T (N

clear in the regulation itself, were adding to Sec. 164.504(e)(3) a new paragraph (iv) that recognizes that a data

dza S | ANSSYSyd Yl @& ljdzrfAFTe & | odzaAySaa Faaz20Al SQa a
O2@SNBR SyilAideQqa LINEGS O BdRed hedth infdmiatioh disglaedior aihdahytares K Sy (i K
operations purpose s a limited data set. A similar provision is not necessary or appropriate for disclosures of

limited data sets for research or public health purposes since such disclosures woaltlderatise require

0dzaAySaa | aa20AF0S | ANBSYSylaoéoo

86 SeeNIH,Pue No.04-5495,at 5,supra

871d.at4.

88 NIH,HEALTHEERVICERESEARCH AND THEP ARPRIVACRULEL4 (May 2005)(NIHPUB No. 05-5308),available at
http://privacyruleandresearch.nih.gov/pdf/HealthServicesResearchHIPAAPrivacyRule.pdf

8 NIH,Pue No.04-5495,at4,supra

Onpp [/ dCOPWP 3 mMcndPpam O6RSTSY RLISANY & A2H a& DN Imic YiShpiné ¢ y R
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agreement with the third party!Finally, the researcher can request an IRB to partially waive
authorization under Sectioll.B.2.a(2above, so that adtorization is not required for the initial
contact, but will be sought foenroliment in the study. Contacting patients for recruitment is not a
GLINBLI NI G2NEB (2 NBchdblliB2aEabowe® i A @A G & dzy RSNJ

b. Minimum Necessary

HIPAAcovered entitieédzi i 20 aSNIBWS GKS aGYAYyAYdzy ySOSaal N adl
purposes. A covered entity is entitled to rely on a request for PHI by another covered entity as being the
minimum amount of PHI needed for the reseaféiMoreover, FDACatalyst pbcies require

[ 2ffF 02N GAY3 LyaidAlddaZiizyaQ NBljdzSada F2NI AyF2NYIE G
accomplish the intended purposes. Covered entities thus may rely orCalladyst research requests as

being limited to the minimum amount of PHécessary for the FDBatalyst activities.

Moreover, when uses or disclosures are made pursuant to an IRB waiver, the covered entity making the
use or disclosure may rely on the IRB waiver as describing the minimum amount of information
necessary for the @sor disclosure. Likewise, when uses or disclosures are made pursuant to the
preparatoryto-researchrule, the covered entity may rely on the representations of the researcher as
describing the minimum necessaty.

911d.88 164.502(e), 164.504(€).

%2 SeeNIH,Pua No.04-5495at4,suprad ¢! Y RSNJ G KS WLINBSLI NI 2NE (2 NBXaSI NDKCG
or disclose PHI to researchers to aid in study recruitment. The covered entigylimana researcher, either within

2N) 2dziaA RS GKS O2@0SNBR SydAaides G2 ARSYyGATe:z odzi y2a C
NSaSFNOKQ LINRPGAAAZY DED D

BSegp /| PCOWD P McndPpmMndROSGO O OAA Meisreasonaelund@ h& SNSR Sy (A
circumstances, on a requested disclosure as the minimum necessary for the stated purpose wiBgfhe

informationis requested by another covered entith  ® € 0 @

“Sedd.? McndpmnoROOO0VDO6AA kely,df Sush réiande isGeasgnaeBriRler Big/cirduristancas) &

on a requested disclosure as the minimum necessary for the stated purpose whéd)Documentation or

representations that comply with the applicable requirements of §164.512(i) have brestdpd by a person
NBIljdzSadAya GKS AYF2NYVIEGA2Y FT2NJ NS&ASHNOK LIJzNLIR2aSaodséoT
minimum necessary determination regarding the use or disclosure of protected health information for research

purposes, a coverkentity may reasonably rely on documentation from an IRB or privacy board describing the

protected healthinformation needed for research and consistent with the requirements of § 164.51Zi),

covered entity may also reasonably rely on a represmtanade by the requestor that the information is

necessary to prepare a research protocol or for research on decedents. The covered entity must ensure that the
representation or documentation of IRB or privacy board approval it obtains from a res edesueibes with
AdzZFFAOASY U ALISOAFTFAOAGE GKS LINE (SO HIESFAGM:Y ACOVKRERENTIZ NI I (1 A
ACCEPT DOCUMENTATOBMN EXTERNAISTITUTIONAREVIEWBOARIR (| RBWAIVER OF AUTHORIEIN FOR PURPOSES OF
REASONABLEIRING ON THE REQUES THE MINIMUM NEESAFRMDec. 19, 2002https ://mww.hhs.gov/hipaa/for

professionals/faq/21 7/isdocumentaton-from-old-irb-reliableevidence/index.htm(last visited Sept. 20, 2017)

6dal & I O20SNBR SyidAarde | OOSLII R2OdzySyidl GAzy 2F +y SEG
authorization for purposes of reasonably relying on the request as thenmiminecessaryAnswerYes.The
ILt!! t NRARGIFOe wdzfS SELX AOAUf & LISNNYAUAa || O20USNBR Sy uAd
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c. Sale of PHI

Collaborating Institutionsncluding Data Partners, will receive compensation for conducting FDA

[0l féeaud NBASI NOK | OUAGAUASE&AP {dzOK O2YL¥YyaluAzy A
Sectionlll.lB.1®2 | YR (Kdza AdagBB20SKNEIGKS &Fnstnftcapioh t | L NI
permitting remuneration for disclosures for research, where the only remuneration received by the

covered entity is a reasonable, cdmised fee to cover the cost to prepare and transmit the

information.9>

C. COOMMON RULECOMPLIANCE

1. Distinguishing Between Public Health PracticBublic HealthResearch, an@Research

Public health agencietke the FDAcarry out two types opublic healthactivities: public health practice
and publichealth research?® Moreover, the Sentinel Dataaybe usel for researcthat is not public
health researchit is important to distinguish among thegieree categories for HIPAA and Common Rule
compliance.

a. Public Health Practice

Pdzof AO KSIfGK LINI OGAOS aAyOf dzZRSa SamhaddSevaiuationg, 3 A O f
YR OfAyAOlIf OFNB F2NJ GKS LRLMzA FGA2y X | YRSNI @Ay 3
of identifiable health data by a public health authority for the purpose of protecting the health of a

particular community, whee the benefits and risks are primarily designed to accrue to the participating
community.'®” Public health practice includes conducting surveillance to detect signals of emerging

Institutional Review Board (IRB) or Privacy Board waiver of authorization pursddn€@bBR 164.512(i) that the
information requested is the minimum necessary for the research purposd5S6ER 164.514(d)(3)(iii). Thisis

true regardless of whether the documentationis obtained from an external IRB or Privacy Board or from one that
is associated withthe cover&@ly (1 A (G & ®¢ 0 ©®

%45 C.F.R. 8§ 164.502(a)(5)(ii)(2)(ii) (permitting remuneration for disclosure of PHI and Limited Data Sets for
NX a S| N K wheldzNd ol yiréviunecation received by the covered entity or business associate is a
reasonable cosbased fee t@wover the costto prepare and transmit the protected health information for such
LIdzNLJ2 & S& ¢ 0

% See, e.g HODGEGOSTINGOUNCIL OSTATER TERRITORIARIDEMIOLOGISTRUBLIGHEALTHPRACTICE VRESEARCH (2004);

Paul J. Amoroso & John P. Middaugesearch vs. Public Health Practice: When Does a Study Require IRB Review?
36 PREVENTIMEED 250, 250 (2003); Dixie E. Snider, Jr. & Donna F. Sefipjng Research When It Comes to

Public Health112Pug HEALTHREPS 29, 30 (1997)CTRSFORDISEASEONTROI& PREVENTIQN.S DEF® OFHEALTH AND
HUMANSERVS GUIDELINES FEEFININGUBLIGHEALTHRESEARCH ANIDN-RESEARCE (1999)available at
http://www.cdc.gov/od/science/integrity/docs/definingpublichealth-researchnon-research1999.pdf

% Yale Interdisciplinary Center for Bioethig®B3 Case: Public health practice vs. reseavetilable at
http://bicethics.yale.edu/researchfirbrasestudiesfirlbcasepublichealth-practicevsresearch(citing AMESG.

HODGER & LAWRENCE .GoSTINGOUNCIL OBTATEX TERRITORIARIDEMIOLOSTSPUBLIGHEALTHPRACTICE VRESEARCH
(2004)).
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threats to public health and safety; and collecting confidential informatiioconfirm risk signals and
investigate their cause®.

Under thepre-AmendedCommon Rule, public health practicéncluding medical product

surveillance isnot subject to the Common Rule, and thesot subject to its informed conseérand IRB

review requiements.In fact, inJanuary 20100HRRletermined that the preAmendedCommon Rule

R2Sa y20 FLLXe (2 | OUGABAGASE (KP(SeExNEBtLA Y Of dZRSR Ay
TheAmended Common Rusenmore clearly classifies the traditional Sentinel pubkalthpractice

activities a norresearch, as there is now an express exemptiorgfoiblic health surveillance
activities1°0TheAmended Common Rutiefinition of public health surveillance activit@may not be

Fdf t & O2SEGSYar@dsS sAGK GKS 0NERI RStilkchdegdronSthdd 2 F & LM
/| 2YY2y wdzA S AT Al R2Sa y2 NondielSstthedrkeSdedRS Moyl RuleA 2y 2 F
RS T Ay ApublichgaltrBufveille©®S ¢ | OGAGAGASE Of SINI & SyO2YLl aasSa
Al FSGe adNIBSAT I yrévew of grdtiuctetieciivéhédsdi F2NJ C5! Q&

b. Public Health Reseanc

Where pblic health practice appliesxistingknow-how to improve the health of apecificpopulation,
public health research aims to develop new methodologies, techniques, and knowledge to improve
public health practice in theuture.

The Common Rule, like HIPAA, defines researdh systematic investigation, including research
development, testing and evaluation, designed to develop or contribute toeralizable knowledgé1o?
Public health researchis a subset of reseafbk distinguishing featursof public health researchare

that (i) its primary aim is to improve public health practicehie future (as opposed to adding to general

% SeeAmoroso & MiddaughResearch vs. Public Health Practice: When Does a Study Require IREBBReview

PrReEVENTIVED 250 (2003).

% 0OnJanuary 19, 2010, Jerry Menikoff, Director of the OHRP, wrote atbeRachel Behrman, then Acting

Associate Director of Medical Policy, Cerite Drug Evaluation and Research atthe FDA, explaining that OHRP

GKFa RSGSNIXYAYSR GKIFG GKS NB3IdzE I GA2ya GKAA 2 Ftard OS | RYA
AyOf dRSR Ay GKS ©C Exhbit1) 3 \BéhimgrlHen wroyeloniApril 2 20005teEr. Rica® S
tEFad FaG TFNBFENR t AfINRAY |1 SEEOGK /I NBA YW KBK I{ th / DKS LINERvZA
aFraasSaayvySyd FLILXASA (G2 GKS 62N o0SAy3 O2yRdzOGSR o0& wi
HHSF2232009100061, as the purpose of this contractis to carry out Sentinel Initiative activities thatare included in

the [FDA]ISY G A y St L EhiiitR.) Thus,@iSctbsure of {nferéation for Sentinel System activities is not

GNB &SI NOKé GKIG Aa adzwaSOG G2 GKS /2YY2y wdiheSd ¢KA A Y
System medical product surveillance activities are not required by federal regulation to obtain approval of their

IRBs for participation inthe Sentinel System, and are not required to obtain a determination from their IRBs that
iKSasS | OSESXIIASE || NB «a

10082 Fed. Reg. 7149, 7261 (Jan. 19, 2017)(noting, with respectto 8§ _ .102(1)(2), that the excluded public health
surveillance activitesaef A YAGSR (G2 GK2a$S ySOSaalNe G2 Ffft2¢ | Lldzof
or investig&e public health signals, onsets of disease outbreaks, or conditions of public healthimportance

(including trends, signals, risk factors, patterns in diseases, orincreases in injuries from consumer gréduct)

10145 C.F.R. §46.102(d); 45 C.FIR&B1.
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scientific knowledge or improving clinical health care more gener&Rand (ii) it isgenerally
performed by, or for, a public health ageranydis often funded by a public health agency itself
although resuk may be published for wider general usg.

Because the focus of bottuplic health practice and public health researsbn populatiororiented
efforts (as opposed to patiergpecific measurgg?the distinction between public health practice and
public health research s often a thin onkloreover, thebroad definition2 ¥ & NBleadssomMadIK £
treat a public health activity as researilit produces any generalizable knowledge, even incidentally.

Someorganizationssk their IRBs to review whethan activity is public health practieersugpublic
health research, although the regulations do not require that an IRB make this determination.
Unfortunately, dfferent IRBs and institutions apply different frameworks and reach different
conclusions, atimes leading to inconsistent classification of similar activities.

In response, scholars and public health agencies have proposed various frameworks to help IRBs
distinguish public health practice from pubhealth research/research. These framewsidke into
accountfactors such as what is the primary intent of the activity; whether there is general or specific
legal authority to conduct the activity; whether benefits of the activity flow mainly to the participating
community as opposed to external caminities; whether study structure involves randomization or
experimental interventions; whether results will be published; and other fact®rs.

Finally, sholarly commentary has suggested that Section 905 of the FDAAA (which authorized the
Sentinel Systenminay provide legal support for FDA to take a broad view of public health practice

including research authorized by the FDA that uses Sentinel B&E®AAA grants FDA specific legal

0w yRSSRY GKS /SyGSNBR F2NI5AaSlasS /2yaN2t | yR t NBGSy i
NSaSIHNOK ara (2 RSOSt 2L 2N O2yiNRodaiS (2 SaDCSNI t AT | of
DiSTINGUISHIN@UBLIAHEALTHRESEARCH ANRUBLIGHEALTHNONRESEARGH(Pub. No. CDEA201002) (July 29, 2010),

available atttps ://www.cdc.gov/od/science/inégrity/docs/cdepolicydistinguishingpublichealth-research

nonresearch.pdf

103Yale Interdisciplinary Center for Bioethi€®B Case: Public health practice vs. reseavetilable at
http://bioethics.yale.edu/researchiirlrasestudies/irbcasepublichealth-practicevsresearch

104] awrence O. GostiRuLIHEALTHAWA (2d ed. 2008) (explaining that public health practice and public health

research both focus on populatieariented efforts (as opposed to patied@ LISOA FA O YSI adaANXao a2
O2yRAGAZ2Ya F2NJ LIS2LX S (G2 0SS KSIfaGKe 602 ARSYGATFes LINE
105 See, e.g AMESG.HODGER & LAWRENCE) .GOSTINGOUNCIL OSTATES TERRITORIAPIDEMIOLOGISTRUBLIGHEALTH

PrRACTICE VBRESEARCH(2004); Paul J. Amoroso & John P. MiddaRghearch vs. Public Health Practice: When Does

a Study Require IRB Revie@@PREVENTIMAEDR 250, 250 (2008 Dixie E. Snider, Jr. & Donna F. StrDefining

Research When It Comes to Public Hedltt2Pur HEALTHREPS 29, 30 (1997 TRSFORDISEASEONTRO&

PREVENTIQN.S DEFR OFHEALTH ANBIUMANSERV'S GUIDELINES FREFININGUBLIGHEALTHRESEAROMNDNON-RESEARCE

(1999) available ahttp://www.cdc.gov/od/science/integrity/docs/definingpublichealth-researchnon-research

1999.pdf

106 SeeDEVELOPINGPPROACHES TONDUCTINBANDOMIZEDRIALLISING THMINI-SENTINEDISTRIBUTEDATABAS EM Ni-

Sentinel Operations Center and Clinical Trials Transformation Initiative, 2020)a8filable at

https ://www.s entinelinitiative.org/sentinel/methods/developin@pproachesconductingrandomizeefrialsusing
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authority to use Sentinel Data for a broad array of advanced drug sdteties (including certain

daGdzRASa NBfIFGSR (2 STFFSOGA@®SYySaavs yR C5!Qa fS3l
FAYRAY3I GKIFIG GKS addzRAS&a I NB Lzt A0 KSIFfdK LINIT OG A
Even though FDAAA may provide legal support for a broad view b€ ingalth practice, FDA has

decided to take a conservative approach and will treat all of the currently proposedCREadyst

activities ason-public health (general biomedica) NEa S+ NOKE | yR 200+ Ay Lw. NB
Inpart, thisrefleck C5! Q& dzy RSNEGIF YRAYy3I 27F {(cKBredemitiesJacB EA G A S &
as they navigate the aimes conflicting (and now, changing) regulatory landscape of HIPAA and the

Common Rule. Until thpublic health practice/public health researchtdistion is resolved with more

clarity, the FDA will avoid doubt by obtaining IRB review of the proposedCabalyst activities.

c. General NorPublic Health Research

¢CKS FAYILf OFGS3I2NRB A& NBaSKNOK GKIF (G ihignotyo2 G & LJdzo £ A
improve public health practice in the futurRather, the primary aimis to improve general scientific

knowledge or clinical health care more generallge Common Rule treats public health researchthe

same as any o#r nonpublic health resarch.

Table2 compares how the HIPAA Privacy Rule and theApnendedand Amended Common Ride
define and address public health practice, public health researchpam@ublic healthresearch.

mini-sentinekdistributed; see als@BarbanJ. Evans, 2 Yy ANB&daQ bS¢ LYy FNF aiNHBOGdzNF £ a2
NoTREDAMELAWREVIEWE85, 617 (2009).
107 Evans, 8NoTREDAMELAWREVIEWAL 617, supra
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Table2. How Public Health Practice, Public Health Research, and Research Are Addressed under the
HIPAA Privacy Rule, the PFanended Common Rule, and the Amended Common Rule (repeat of

Table 1).
HIPAA Privacy Rule PreAmendedCommon AmendedComma Rule
Rule
Public Health The Privacy Rule does not | Thepre-Amended TheAmended Common
Practice require individual Common Rule does not | RuleOf I NA FA S &

The application of
existing knowledge
and techniquesto

authorization to disclose PHI
to a public health authority
for public health activities.

define public health
practice. Public health
agencies and IRBs must

heqlth suryeilla}nceA
F OUAGDAUASAE
to the Common Rule.

LINR SO0 (K infer whether an activity is| There is another new
health. public health practice by | exemption where the use
determining that it does of the data will be
not fit into the Common regulated by HIPAA as
wdzZ SQ& RS TA Yy public health activity,
subject research. research, or health care
operations.
Public Health The HIPAA Privacy Rule doq Thepre-Amended TheAmended Common
Research not require individual Common Rule does not | Ruledoes not recognize &

Studies performed by
or for a public health
authority to create
new generalizable
knowledge to improvg
public health practice
in the future

authorization to disclosure
PHI to a pulic health
authority for public health
activities2 KA £ S & LJo
KSIfGiK NBaSIk N
defined, it arguably is
AyOf dZRSR Ay d
I OGADAGASAEDE

recognize a distinction
between public health
research and other
research. When a public
health activity fits within
0KS /12YY2Yy W
definition of research, the
activity is considered
research.

distinction between public
health research and othef
research. All public health
researchis subject tothe
Common Rule (unless thg
transfer of data is to an
entity regulated by
HIPAA).

General Research

Research thatis not
Of  aaATASH
health research

The HIPAA Privacy Rule
defines research as a
systematic investigation,
including research
development, testing and
evaluation, designed to
develop or contribute to
generalizable knowledge.
Disclosures of data for nen
public health research are
not eligible for the HIPAA
exemption for disclosures of
PHI to a public health
authority for public health
activities.

Thepre-Amended
Common Rule defines
research as systematic
investigation, including
research development,
testing and evaluation,
designed to develop or
contribute to generalizablg
knowledge.

TheAmended Common
Ruleadopts the same
basic definition of human
subject research as the
pre-AmendedCommon
Rule, but narrows the
definition by expressly
excluding four activities
that are declared not to
be research

Sentinel Initiative Principles and Policies

-30-

HIPAA and Common Rule Compliance

in the Sentnel Initiative



Sentinel’

2. The Common Rule Application teDACatalyst Research

This Setion discusses the Common Rule requirements for the conduct of human subjects reSa¢wach.
pre-AmendedCommon Ruldefines research a& systematic investigation, including research
development, testing and evaluation, designed to develop or contribotgeneralizable knowledg& 8
TheAmended Common RubBopts the same basic definition of human subject research as the pre
AmendedCommon Rule, but narrows the definition by expressly excluding four activities that are
declared not to be research (includi medical product surveillance activitiés).

a. Informed Consent

If informed consent is required under the Common Rule, the informed consent document must discuss

K2g GKS LI NIAOALI yiIQa AYyTF2NNI GAWWe thiekuleidesdd® (G NS (G SF
have specific requirements, it is common practice to include a description of what categories of

individuals will have access to what information through the sttiyn addition, the Common Rule

requires an informed consent document to discuss segsonably foreseeable risks to participating in
researchl!!If Data Partnersinclude genetic information in the Common Data Model, such as results of
ISySiA0 (SatAaydaxr GKS DSySiGA0O L3sTFeeMMtodhs dsgussio® Yy RA & ON
of those risksThe OHRP and has published guidance on IRB approval of genetic research and

appropriate content for informed consent documenis.

When the amendments to the Common Rule take effect, informed consent documents will need to be
restructured andvill have additional information relating to privacy and confidentialitiie

amendments place an emphasis on the understandability of informed consent docurtiegys-equire

key information to be stated at the top of the document, and require the docurasra whole to

LINE A RS &dzFFAOASY(d RSGIFAET YR 06S LINBaASYyiGSR Ay | ¢
reasons to participate in the study or nbt? Moreover, if the research will involve the collection of

identifiable information, thanformed consent will need to describe whether-tientified information

might be used for future researcBpecifically, one of the following statements will need to be included:

10845 C.F.R.£6.102(d).

10982 Fed. Reg. at 72681 (AmendedCommon Ruleat§__. 102(1)).

10453 CPWP® P ncPMMc Ol 0OpO ONBLAdANAY3A al adlaSyYSyl
identifyingthesubjedd A £ £ 0SS YI Ayl AYySRé0O ®

1111d.846.116(a)(2).

12pyblic Law 11233, 122 Stat. 881 (2008pdified at42 U.S.C. § 2000fbte. For additional details regarding
the provisions of GINA, seHSGINATHEGENETIENFORMATIONONDISCRIMINATIGET OF2008:INFORMATION FOR
RESEARCHERS ANPALTHCAREPROFESSIONA(ADY. 6, 2009 available at
http://www.genome.gov/Pages/PoalicyEthics/GeneticDiscrimination/GINAInfoDaoc.pdf

112Pub. L. 11€23, 122 Stat. 905 (200&)0(difiedat 42U.S.C. § 2000} seq).

113 SedD HRPGUIDANCE ON TIEENHE ICINFORMATIONONDISCRIMINATIGET. IMPLICATIONS FINVESTIGATORS AND
INSTITUTIONAREVIEWBOARDEMar. 24, 2009)vailable at

https ://www.hhs.gov/ohrp/regulationsand-palicy/guidance/guidanc@n-geneticinformation-nondiscrimination
act/index.html

11482 Fed. Reg. at 7268 (AmendedCommon Ruleat8 .116(a)(5)).

puji
(Vo))
Q)¢
O
e
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(1) that the identifiers might be removed, and that the resultingidientified information may be used

or disclosed to another investigator for future research studies without additional consent, or (2) that
the information will not be used or disclosed for future research studies, even if identifiers are
removed?!'® The consent @b will be required to state whether clinically relevant research results,
including individual research results, will be disclosed to participants, and if so, under what
conditions!1® There also are a variety of other new provisions related to biospeciméizut those
provisions are not relevant to FB2atalyst research.

t SNKIF LA (GKS Y2ad aA3ayAFTAOFyd OKFy3aIS Ay (KS /2YY2y
O2yaSyiasé gKAOK NBaSFHNOKSNA YI & d&aS o6AyedLd I OS 27
consent) if they are requesting consent for the storage, maintenance or use of identifiable information

for secondary research (where the information was collected formesearch purposes or for purposes

other than the proposed research)®(The broadconsent rules similarly apply to biospecimerirpad

consent is required to include a number of elements, such as a description of the types of research that

may be conducted in the future and by whom, and what type of information will be used, along with

other elements described in the footnoté?Under the new rules, the storage or maintenance of

1151d.at 7266 AmendedCommon Rule at§ .116(b{9)).

116 |d.(AmendedCommon Ruleat8 .116(c)(8)).

171d.(AmendedCommon Ruleat§ yydmmMmc 0 OO0 6T 0 O0AF G(GKS NBASHNDK LI NI A OA I
commercial profit (even if they are déentified), the informed consent will be required to sdhat, and whether

the participant will share in the commercial profit); (AmendedCommon Ruleat§ .116(c)(9)) (ifthe research

will involve biospecimens, the informed consent will be required to state whether the research will or might

include wiole-genome sequencing).

18|d.at 726667 AmendedCommonRuleat§ .116(d)).

1 JISOAFAOFEE 8T GOoNRIFIR O2yaSyidé NBIdzANBay

GomMU CKS AYTF2NNIGAZ2Y NBIdANSR AYy LI NFINFLKE 00006HOI 6
this section;

(2) A general description of the types of research that may be conducted with the identifiable private information

or identifiable biospecimens. This description mustinclude sufficientinformation such that a reasonable person

would expectthat the broadonsent would permit the types of research conducted;

(3) A description of the identifiable private information or identifiable biospecimens that might be usedin

research, whether sharing of identifiable private information or identifiable biospecimégistimccur, and the

types of institutions or researchers that might conduct research with the identifiable private information or

identifiable biospecimens;

(4) A description of the period of time that the identifiable private information or identifialdeiecimens may be

stored and maintained (which period of time could be indefinite), and a description of the period of time that the
identifiable private information or identifiable biospecimens may be used for research purposes (which period of

time could be indefinite);

(5) Unless the subject or legally authorized representative will be provided details about specific research studies,

a statement that they will not be informed of the details of any specific research studies that might be conducted

usingd KS adzo2S0iQa ARSYOGATAIFIOGES LINAGIGS AYF2NYIFGA2Y 2N/
research, and that they might have chosen notto consent to some of those specific research studies;

(6) Unless itis known that clinically relevees earch results, including individual research results, will be disclosed

to the subjectinall circumstances, a statement that such results may not be disclosed to the subject; and
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identifiable private information for potential secondary research is exempt from the Common Rule if an
IRB conducts a limited IRB review and makes the determim#itat broad consent will be obtained and
documented, and that there are provisions to protect privacy and confidentiality in the event of a
change in the way the information is storé#.Secondary research may then be conducted with the
stored informatio if broad consent was obtained and documented, an IRB conducts a limited IRB
review and makes the determination that the research is within the scope of the broad consent, and the
researchers will not return individual research results to individt@df broad consent is sought but
refused by an individual, the IRB cannot later waive the consent requirement for that indit4éual.

b. Waiverof Informed Consent

LT Ad A& y2G FSFaraoftsS (2 3 Sdcealthes May Ns0an IRBitaNd A OA LI y (i
the Common Rule informed consent requiremehihe HIPAA Privacy Rule and Common Rule

requirements are strikingly similar in this respdetorder for an IRB to waive informed consent under

the Common Rule, the IRB must find that: (1) the researaias no more than minimal risk to the

participants; (2) the waiver or alteration of consent will not adversely affect the rights and welfare of the
participants; (3) the research could not practicably be carried out without the waiver or alteration; and

(4) whenever appropriate, the participants will be provided with additional pertinent information after
participation123

When the amendments to the Common Rule are effective, they will add one more criterion for waiver of
informed consentIn addition to te four existing criteria, the IRB will be required to find that, if the
researchinvolves using identifiable information, the research could not practicably be carried out

(7) An explanation of whom to contact for answers to questions abouitigo 2 SO0 Qa NRAR IK{Ga FyR | o
dza S 2F (GKS &adz02S00Qa ARSYUGATAIOGES LINAGIGS AYyTF2NYEGAZ2Y
eventofaresearchlSf I 1 SKR. KI NIY d¢

120|d.at 726162 AmendedCommon Rule at§ .104(d)(7)) (critga for exemption)id.at 7264 (Pos2018

CommonRuleed  .111(a)(8) (limited IRB review).

1211d.at 726163 AmendedCommon Rule at & .104(d)(8)) (criteria for broad consent exemption). Specifically:

GOA0 . NRIFIR 02yaSyid Taadsdécandal redearghNde afhaidentifigblgpiidgig y OS =
information or identifiable biospecimens was obtained in accordance with 846.116(a)(1) through (4), (a)(6), and

(d);

(ii) Documentation of informed consent or waiver of documentation of consent wisrada in accordance with

846.117;

(i) An IRB conducts a limited IRB review and makes the determination required by 846.111(a)(7) and makes the
determinationthatthe researchto be conducted is within the scope of the broad consent referenced in phragra

(d)(8)(i) of this section; and

(iv) The investigator does notinclude returning individual research results to subjects as part of the study plan. This
provision does not prevent aninvestigator from abiding by any legal requirements to returnindingdaarch

NS & did. (& d¢

122|d.at 726567 AmendedCommonRuleat§ ___ .116(f)(1)).

12345 C.F.R.§46.116(th);846.101(i)61 Fed. Reg. 51531 (Oct. 2, 1996) (waiver of informed consentin

emergency research).

Sentinel Initiative Principles and Policies -33- HIPAA and Common Rule Compliance
in the Sentinel Initiative



Sentinel’
B

without using the information in an identifiable format This criterion was modetkon the
comparable element for waiver under HIP&XAAdditionally, if alteration of consent is sought, the rule
will not allow certain core elements of the consent to be changed or omittéd.

The revised Common Rule also will prohibit waiver of informedeatnfor individuals who previously

gSNE FaiSR (G2 aAa3ady | aoNBIR O2yaSyide G2 ad2NBE 2NJ
sign12’ Thus,if a Data Partner is using PHI it obtains through a broad consent, the Data Partner would

need to cofirm that none of the individualsncludedpreviously declined to sign a broad consent

concerning the information collectetbefore using or disclosing information pursuant to BB waiver

of informed consent

c. De-ldentified Data

The treatment of dedentified information under the Common Rule is somewhat differtain its

treatmentunder HIPAA & SELIX I AYSR 1 62@Ss |y SyidAaide R2Sa yz2i
under the HHS regulations if the information was not collected for currently propose@nesndthe

investigator cannot readily ascertain the identity of the participaf#I o deidentify information under

the Common Rule, only identifiers that enable an investigator to readily ascertain the identity of a

participant must be removedror exanple, lecause a Limited Data Set does not contain any direct

identifiers, a Limited Data Set will be treated as4mbentifiable information under the Common Rule,

unless there is something in the data set that would enable an investigator to readilyasthbe

identity of the participants

Moreover, coding under the Common Rule follows different ruléee OHRP has clarified that, in order
to ensure that aninvestigator cannot determine the identity of the participantsin coded information:
(1) the inestigator and the holder of the key must enter into an agreement prohibiting the release of
the key to the investigators under any circumstances, until the participants are deceased; (2) an IRB
must approve written policies and operating procedures foepasitory or data management center

that prohibit the release of the key to the investigators under any circumstances, until the individuals
are deceased; or (3) other legal requirements prohibit the release of the key to the investigators, until
the participants are deceaseld?

The revised Common Rule will not change the criteria faddatification 130 except that the rule will
introduce a new process through which federal departments and agencies implementing the Common
Rule must reexamine the meaningdofA RSY G A TA L 0t S¢ AYF2NXNIF GA2Y LISNRA2RA

12482 Fed. Reg. at 726% (AmendedCommon Rie at8  .116(f)(3)(iii)).

1251d.at 7224.

1261d.at 7226, 7265%7 (AmendedCommon Ruleat§  .116(f)(2)).

127|d.at 726567 AmendedCommon Ruleat§8  .116(f)(1)).

12845 C.F.R. § 46.1028Ee als®HRPGUIDANCE ORESEARAMVOLVINGODEPRIVATENFORMATION GROLOGICAL
SPeEcIMENEDCt. 2008)availableat https ://www.hhs.gov/ohrp/regulationsandpalicy/guidance/researcinvolving
coded-private-information/.

120 HRPGUIDANCE ORESEARAMVOLVINGODEPRIVATENFORMATION AROLOGICABPECIMENSUPra

13082 Fed. Reg. at 7168.
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technologies render information identifiable, such as whgémome sequencingt! Based on these

evaluations, the departments and agencies may alter their interpretations of what is considered A
IRSYUATAI 0ftSZ YR Ydzaiu LWzt AaK Ay UKS CSRSNIf wS3j
that produce identifiable information after notice and an opportunity for public comniéat.

d. Activities to Prepare for Research

Even if the Privacy Rutloes not require individual authorization or IRB waiver of authorization for
GLINBLI NI} G2NEB G2 NB-ASdndediemimort RDIE reddifes IRBvwaler df iKf@med
consent for a researcher to review the records of living individuals ancetaifg potential research
participants!33

Once the revised Common Rule takes effect, howeverAthended Common Ruleill, like HIPAA,

permit activities to prepare for research without individual consent or an express waiver of consent, but
will still require IRB approval for these activitidde amendments to the Common Rule introduced a

new provision that permits an IRB to approve a research proposal in which a researcher will obtain
identifiable information by accessing records for the purpose of stngg recruiting, or determining the
eligibility of prospective subjects without informed consépt.

e. Recruitment

'YRSNJ GKS /2YY2y wdzZ ST LI GASYd NBONMAGYSYy(d Aa akKd
federal regulations and requires IRB revi€&Thus, even if the patient recruitment activities do not

require IRB approval under the HIPAA Privacy Rule, access to information about potential human

LI NOIAOALI yiGa yR O2ydal OlAy3 GK2asS LINRPALISOGADS LI N
suchreview.

Once the revised Common Rule takes effect, howeverAthended Common Ruleill, like HIPAA,

permit patient recruitment activities without individual consent or express emof consent, but will

require IRB approval for these activities. Aslakx@d inSectionlll.C.2.dbove the amendments to the
Common Rule introduced a new provision that permits an IRB to approve a research proposal in which a
researcher will obtain identifiable information by accessing records, or obtaining informatioaghr

oral or written communication with the patient, for the purpose of recruiting prospective subjects

without informed consent.36

Bl|d.at 7260 AmendedCommon Ruleat§ .102(e)(7)).

132 |d

133Seed5 C.F.R.§46.102(d), (N (defid a NS a S NOKé 2y aKdzYly LI NOGAOALI yiacé
information);id.§ 46.109(a) (requiring IRB approval of research on human participdng6.116(c) (IRB

approval of consent procedure to waive informed consent).

13482 Fed. Reat 726567 (AmendedCommon Ruleat8  .116(g)). As part of its review of the entire research

proposal, the IRB will have to determine that there are adequate provisions to protect treegnf subjects and

to maintain the confidentiality of data, ohuding for the preparatorjo-research activitiedd.at 7227.

1BSegqrp / PCOWD 2 NncPMAHORUOLI O0F0 ORSTAYAYI ANBASENOKE |y
13682 Fed. Reg. at 726% (AmendedCommon Ruleat8§ .116(qg)).
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f. The New Common Rule Exemption for Use of Data Regulated by HIPAA

TheAmended Common Rufgovides an exemption for the use disclosureof PHI that is regulated by
HIPAA as research, public health, or health care operatidiidhe Preamble to thAmended Common
Ruleexplained that the exemption carves these activities out of the Common Rule because the
information is already adguately protected by HIPAA, so as to avoid duplicative regulatory bufden.
That means that, as long as PHI stays wibhiis transferred ta HIPAA&overed entity or &HIPAA
business associate, it is exenfigm Amended Common Rutegulation.Disclosureof PHI to an outside
entity that is not regulated by HIPAA would not be subject to the new exemption.

Applied toFDACatalystctivities for example, research uses of Sentinel Data conducted within Data

Partner sites that are HIR%&overed entitiesvill be exempt from théAmended Common Rulke®The

subsequent disclosure of Sentinel Data to the SBEFD Aor other noncovered entitiesvill not be

eligible for this new HIPAA exemptidoyt will not be classified as K dzY' y &ddzo 2SO0 &aé¢ NBasStH
Comnon Ruleif the Sentinel [ta are stripped of all diredtentifiers. Therefore, starting iduly2018t

assuming the revised Common Rule goes into effect as planned and assuming the data flow in Sentinel
continues as currently structuredthe use ofSentinelDatafor FDACatalyst activitiesvill not be subject

to regulation under the Common Ruldowever, the clinical study components involving interactions

with individuals will continue tbe subject to the Common Ruleecause the HIPAA exemption applies

only to the secondaryse of data, where data is not collected for the specifiesearch activities

137|d.at 726162 (AmendedCommonRuleat§  .lnnd RV OGN UVOAAAO0D 6G9EOSLI & RSaod
section, the following categories of human subjects research are exempt from this pol{dy:Secondary

research. The searchinvolves only information collectionandanalysisinvolidrg§t A y @Sa G A 3+ (2 NDa dza
identifiable health information when that use is regulated under 45 CFR parts 160 and 164, subparts Aand E, for

0KS LlzN1J2aSa 2F WKSIfGK OFNB 2LISNIGA2YEaQ 2N WNBXaSFNDK
heaf G K F OGAQGAGASA | yR LJzN1I2 & S& @Eia7IREa ONA O SR dzy RSN np |
BWIdl § tmdhn 6alLt!! Ffaz2 LINPBARSAE LINRGSOGA2YA Ay GKS NJ
to this exemption (e.g., clinical records), suchtthdditional Common Rule requirements for consent should be
unnecessaryinthose contexts. Under HIPAA, these protections include, where appropriate, requirements to

200F Ay (GKS AYRAGARdZ £ Qa I dzi K2 NAT | ( A 2itfinfarRakion, rdzdivdzNS = & S ¢
of thatauthorization by an IRB or HIPAA Privacy Board. This provisionintroduces a clearer distinction between

when the Common Rule and the HIPAA Privacy Rule apply to researchin order to avoid duplication of regulatory
burden.We believe that the HIPAA protections are adequate for this type of research, and thatitis unduly

burdensome and confusing to require applying the protections of both HIPAA and an additional set of
LINEGSOGA2yadéd Do

139 The Preamble noted that this exemptiay be used only by investigators who are part of HIPAA covered
entities.ld.at7192.
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D. USE OF A CENTRAL TRBOVERSEBACATALYST ACTIVITIES

1. Federal Law Requires or Permits Use of a Central IRB

The FDACatalyst progranmtends touse a centralRB to approve all FB@atalyst research projects
Federaldw permits use of a central IRBd will require it once recent policy and rule changes take
effect.

a. HIPAA

The HIRA Privacy Rule permitavered entity to rely on an external IR&Bd thus prmits use of a
central IRB0

b. Common Rule

The Common Rule permits use of a central IRB, asthere is no requirement in the Common Rule to use
an IRB operated by the institution conducting the resediéiMoreover, when theevisionsto the

Common Rule beconeffective, the Common Rule wi#quire use of a central IRB for mu#ite

research, with certain exceptioi$? Specifically, thémended Common Rulgill require any institution
Sy3alF3aSR Ay aO022LIS NI G§AGS NB &SI NOthrs to eelMaipbdS & S NOK
approval by a single IRB for any part of the research conducted in the United Sfdtesitutions must

comply with this requirement by January 20, 2026but may voluntarily use a single IRB to oversee
cooperative research before tha*>Further, to encourage institutions to feel comfortable relying on

14045 C.F.R.£64.512(i) (no requirement for local IRB to conduct revieeg;als@®HRRNANIH,INSTITUTIONAL
ReVIEWBOARDS AND ThHPA/APRIVACRULE2-3 (Aug. 152003) available at

Ay

https://privacyruleandresearch.nih.gov/pdf/IRB_Factsheetpdh ¢ KS t NA @I O&8 wdzZ S R2Sa y2i

requirements for the location or sponsorship of an IRB eard for the purposes of actingon a request for

approval of a waiver or an alteration of the Authorization requirement. Thus, an IRB approval for a waiver or an
alteration of Authorization may be issued by an IRB thatis unrelated to the institution ctiiomglor sponsoring

the specific research project, unrelated to the covered entity that creates or maintains the PHI to be used or
disclosed forresearch, or different from the IRB with responsibility for monitoring the underlying research project.
Asar@d dzf G F 6L A@GSNI 2Ny EGSNITGA2Y 2F GKS t NA @I O@
single IRB in connection with a multisite research activity or where the PHI necessary for the research will be used
or disclosed by morethanone WIS R Sy G A (e d¢ 0 d

14145 C.F.R.46.103 (norequirement for local IRB to conduct reviesg als@2 Fed. Reg. at 7154 (noting that
using a central IRB for mufite research was voluntary before rule amendments).

12Sed32 Fed. Reg. at 726BrfiendedCommorRuleat§  .114).

143Sedd. The only exceptions to the requirement to use a single IRBin cooperative research are for research for
which more than single IRB review is required by law (including tribal law), or research for which a federal
departmentor agency determinates that use of a single IRB is not appropdagdmendedCommon Rule at

§  .114(b)(2)).

144d.at 7259 AmendedCommon Ruleat8  .101(1)(2)).

15]d.at7162.
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IRBsthey do not operate, the Common Rule was amended to permit agencies to enforce compliance
directly against IRBs (rather than the institutions that relied on the IRB).

c. FDA Rules

The FDA also encourages the use of central IRBsFDAssued guidance in 2006 supporting the use of
central IRBs for mulgite clinical trials for investigational new drug applications, especially where
centralized review could improve efficiency of iiREew 4’ While the FDA statute used to require
clinical trials involving medid devices to obtain review by lod&Bs'*8the recentlyenacted 23t

Century Cures Act eliminated that statutory requiremétft.

d. NIH Policy

Before the Common Rule was amendedd annsistent with those rule changes, the NIH issued a policy
requiring multisite research protocols funded by the NIH to use a single IRB for all research sites in the
United States>°The NIH policyvaseffective September 25, 20171

2. A Central IRB Doedot Require a Federalwide Assurance

An institution receiving funding from a federal department or agency for human subjects research must
KIS I CSRSNIf gARS |13Bedadsk rgsdatch with Fipsitadyshis fadgralyJt + OS @
funded research, thedllaborating Institutions in the FDBatalyst project must have an FWA.

However, thereviewing IRBself does not need an FWA (because that requirement applies to the
institution conducting the research, not the IRB reviewing the research). HoweverBap\igwing

146]1d.at 7259 AmendedCommon Ruleat§ .101(a)()@)id.attr Hpp o6 aL G A& I yiAOALI (SR
an IRB thatit does not operate [sic] will be reassured because compliance actions can be taken directly against the
IRB responsible for the regulatory noncompliance, rather than the institutions that ieliddat review. As a

result of this change, we anticipate that F¥délding institutions will increase their reliance on IRBs not operated
byanFWAK 2f RAYy3 AyadAddziazy 6KSYy F LIIINBLINRF G§SPE0 @

147 Sed~-DAGUIDANCE FARDUSTRWSING ACIRBREVIEWPROCESS MULTICENTERINICATRIALL (Mar. 2006 )available

at http://www.fda.gov/downloads/Requlatoryinformation/Guidances/ucm12701 3.pdf

14821 U.S.C.360j(g)@)A)()(deyy NAy I NBSGPGASH o0& Gt 20Ft¢ Lw. 0D

1492 1st Century Cures Act, Pub. L. No. 12156, 130 Stat. 103381 pc O HAMCc O O A UGNA{AYy 3 NBETSN
(codifiedat 21 U.S.C. 8 360j(9)(3)(AHMailable ahttp:/docs.house.gov/billsthisweek/20161128/CRRT4
HPRIRUOGSAHR34.pdf

150 SeeNIH,ANALNIHPOLICY ON THESE OF ANGLENSTITUTIONAREVIEWBOARD FORIULT+STERESEARGHINE21,2006)

(NIHPuB No. NOFOD16-094)[hereinaftera b PdLicy, available ahttps://grants.nih.gov/grants/guide/notice
filesINOTOD-16-094.html The only exceptions are where review by the proposeds|RB would be prohibited

by a federal, tribal, or state law, regulation, or policy, or ifthere is a compelling justification for the exception.

151 |d

15245 C.F.R.46.103. Forterms of the FWgeeOHRPF=DERALWIDAS SURANGE W AFOR THPROTECTIONBIUMAN

SuBJECThttps ://www.hhs .gov/ohrp/registerrbs-andobtain-fwas/fwas/fwaprotection-of-humar

subjecct/index.htm(last visitedOct. 31, 2017).
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federallysupported research must be registered with the OHRP addition, the institution

conducting the research may need to designate the reviewing IRB in itsIFIMAinstitution has its

26y Lw. OlFYy aAyidSNYheinterndl IRB imits FVHA] butvt dicesh ned?l ®odiskahy 1 G S
external IRBs on which it relié%! If the institution does not have an internal IRB and relies on an

external IRB, it is required to designate the IRB in its FWA only the external IRB on velieh fior the

majority of its research, and must enter into a written IRB authorization agreement with all IRBs that

review federallyfunded researchii>>*When the revised Common Rule is effective, institutions will no

longer have to designate an IRB initHeWAs, although they still will be required to use IRBsthat are
registered with the OHRPS

15345 C.F.R. 886.103(b)(2), 46.500HRARBREGISTRATIARROCEIRREQUENTIASKEIUESTIONG-FAQ), WHATIRB

MusT BEREGISTEREDLtpS ://www.hhs.gov/ohrp/reqgisterirbsand-obtainfwas/irb-registration/irb-registration

fag/index.htmo t a4 GAAAGSR hOlG® omMI HAMTO O0GCKS |1 { NX3Idz I ()
register with HHS if they will revidwuman subjects research conducted or supported by HHS and are to be
RSaA3IYyIGSR dzyRSNJ Iy | 4adz2Ny yOS 2F O2YLX Al yOS | LIINROSR
154 SeeD HRPEFEDERALWIDES SURANAES TRUCTIONSTERPBY-STEANSTRUCTIONS HBRNG AEDERAWIDEASSURANGE
https://www.hhs.gov/ohrp/reqisterirbs-and-obtainfwas/forms/fwerinstructi ons/index.htm{last visited Oct. 31,

H 1 M 1T&M #6 Designation of Institutional Review Board(s). This Institution assures that it will rely upon only
Institutional Review Boards (IRBs) registered with OHRP to review the research to which this FWA applies.
5SaA3ylLaGS Ittt 27T @& 2umNdviewidsGaichiudaerkhds F\RA If youf insBidiphihds nd. w. a

internal IRBs, designate the external IRB that reviews all of the research to which this FWA applies or, if multiple

external IRBs are relied upon, list the external IRB that reviews thestgrgrcentage of research to which this

FWA appliedNote:Institutions designating internal IRBs do not need to designate any of the external IRBs upon
whichitreliest 0 0 S Y LIK | séefal&d®HRR RBRRI STAATIGAROCESRREQUENTIASKEIRUESTIOS(FAQ),

suprab ¢52Sa | C2! KI @S G2 0SS dzLJRIFGSR AT |y AyadAaddziazy |
submission? Yes, if that IRBis aninternal IRB, because all internal IRBs that review research covered by the

Ay a A ddzi A defdasignaté dn that Bx¥8AlIn addition, if the institution has no internal IRBs and has

designated one external IRB, but decides to rely on a second external IRB that will review the largest percentage of
research covered by its FWA, the institution mugdate its FWA to replace the first external IRB with the second

IRB. Reliance on an external IRB, i.e. an IRB of another institution or organization, or anindependent IRB, must be
documented by a written agreement thatis available for reviewbythe Q2R Yy NXIj dzSai® hl wt Q& &
Authorization Agreement may be used for this purpose (séeK SN Ol y L FAYR GKS Ay adNHzLC
Adz0 YAGGAYAKED 2NJ GKS LI NIASa Ay@2f SR Y& RS@St 2L) GKS
155 SeedDHRP, IRBS AND ASSNIBE Dittps ://www.hhs.gov/ohrp/irbsand-assurances.htnflast visited Oct. 31,

2017). For sample IRB Authorization Agreement langsag@HRPINSTITUTIONAREVIEWBOARK | RBAUTHORIZATION
AGREEMENttps ://www.hhs .gov/ohrp/reqgisterirbs-and-obtain-fwas/forms/firb-authorizatior
agreement/index.htm(last visited Oct. 31, 2017). The revi€ammmon Rule will require institutions to document
their reliance on IRBs; institutions already are required to do this under their FWAs, butthe Common Rule adds a
regulatory requirement to do so. This documentation can be done via agreement or gaé8p Fed. Reg. at

7181, 7261 AmendedCommon Ruleat8 .103(e)).

156 SeeB2 Fed. Reg. at 7181, 7204p 6 & ¢ K S.. afioptythefNPRMjzioogal to delete the requirementin

the pre-AmendedCommon Rulthat institutions designate oneor more IRBsiopiK I &G Ay a0 A G dziA 2y Q
LyadAaddziaA2zya adatt gAff ySSR G2 SyadsaNB GKFG GKS L
makeup is appropriate for the resear@ee idat 7181.

a
w. a
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3. Benefits of Using a Central IRB

The support in federal rule and policy for using a central IRB for-gitdtresearch reflects the growing

consensus that a cerdl IRB has many benefitds the OHRP pointed out in the Preamble to the

amendments to the Common Rule, review by a single IRB promotes efficiency and decreases

administrative burdens to investigators and institutions, because it avoids the performance of

duplicative reviews by multiple local IRB$For example, review by multiple IRBs of the research

protocol adopted for the entire study often results in revisions that must bsutemitted to all of the

reviewing IRBs, which can result in significant giela the initiation of research projects and

recruitment of subjects into studie$8¢ KS hl wt SELX FAYySR (KFd Ay Yl ye
increase burden and frequently delay the implementation of studies, increasing the costs of clinical trials

ayR LRGSyldAlLfte adltasay3 | 00Saa G2 ySg GKSNILASa®
Additionally, review by multiple IRBs cl@ad to inconsistencie research protocol and informed

consent documents, which can introduce variances in how the research is conducted, and in the make

up ofthe participants who enroll in the study across sités, 2 YYSY G SN&R (2 GKS blLl Qa
GKFG YdZ GALXES Lw. NBGASGa avle | OlGdatte O2yid NROdz
rigorous, multisite research and may incentivizesmhllle Y R & A Y LJ SNUsk if datedtralRS a A 3y ¢
IRB reduces the risk of inconsistencies in the conduct of the research across sites.

Other potential benefits of using a central IRB include improved communication and oversight for
research conducted acrossstitutions. For example, when multiple IRBs review a study, a local IRB may
identify a serious concern with a research protocol and may prevent the study from being conducted at
its institution, but will not attempt to change the research protocol studge. Moreover, local IRBs

may not convey those concerns to IRBs at other study sites; they are not required to do so, and may fear
that they will breach their confidentiality agreements with sponsors by doingdditionally, local IRBs

are able to makehanges to the consent forms used at their sites, but do hot communicate those
changes to other IRBA central IRB is more likely to be informed of necessary changes to study
documents and feel empowered to make those changes, resulting in greater gomtethuman

subjects!é2 In multisite research, communication generally travels from sponsors to principal
investigators to local IRBs; local IRBs generally do not communicate with eachfotiesitral IRB offers

a single forum for all participating orgaations to communicate

1571d.; see alsdNIHPoLicysupra

158 SeeB2 Fed. Re@it 720809.

19]1d.at 7209.

160 SeeNIHPoLicysuprad 6 @/ 2 YYSY G SNBR 8 | f a2 AYyRAOFIGSR GKI G NBGASg 2
sometimes lead to protocol and consent document changes that can introduce inconsistencies in the execution of
theprotoc2 f | ONR2aa aAiuSaz tSIFIR G2 SyNRftfYSyd AYoltlyOoSaz |
Menikoff, The Paradoxical Problem with MultigleB RevieyB863NewENG J.MEDR 1591-93 (2010).

161 SeeNIHPoLicysupra

162 Seelerry MenikoffThe Paradxical Problem with MultipRB Reviey86 3NewENG J.MED 1591-93 (2010).
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Finally, another advantage of central IRBs is the ability to empleymdl expertsin contrast to local
IRBs, central IRBs often have accessto a broad range of experts, and maintain the capacity to employ
full-time personnelté3

4. Use of IRB Authorization Agreements to Minimize Risks of Using a Central IRB

To minimize risks associated with using a central IRB, eacG&@Myst Collaborating Institution will

enter into an IRB authorization agreement with the central IRB chosezvtew FDACatalyst activities

An IRB authorization agreement delineates the roles and responsibilities of each party, so that all parties
fully understand the allocation of obligatioA%! The agreement also will include a communication

protocol to ensurethat the central IRB will notify the institution directly of any significant issues that

arise in the conduct of the research, such as adverse events, rather than relying on the principal
investigator to notify the institution

163 Stephanie Pyl&enefits of Working with a Central IRBntage Poinf2013) available at
http://www.sairb.com/IRBForms/Benefits_of Working_with_a_Central IRB.pdf

164 Association for the Accreditation of Human Research Protection Program3jprisheet 24: Relying on An
External IRRavailable at

https://admin.share.aahrpp.org/Website%20Documents/Tip_Sheet 24 _Relying_on_An_External_IRB.PDF
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IV. EXHIBITS

A. EXHIBIT 1

d”'““n" . : B .

& DEPARTMENT OF HEALTH & HUMAN SERVICES Office of the Secretary
5 Office of Public Health and Science
H .

‘%‘m Office for Human Research Protections

Rockville, Maryland 20852
JAN 19 2010

Rachel E. Behrman, M.D., M.P.H.

Acting Associate Director of Medical Policy
Center for Drug Evaluation and Research
Food and Drug Administration

Bldg 22, Room 4208

10903 New Hampshire Avenue

Silver Spring, Maryland 20993

Dear Dr. Behrman:

The Office for Human Research Protections has determined that the regulations this office
administers (45 CFR part 46) do not apply to the activities that are included in the Food and
Drug Administration’s Sentinel Initiative.

Do not hesitate to contact us if we can be of any further assistance.

Sincerely;

Jerry M@nikoff, M.D., J.D.
Director
Office for Human Research Protections

cc: Joanne Less, FDA-
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B. EXHBIT 2
o I DEPARTMENT OF HEALTH & HUMAN SERVICES Public Health Service
i C Food and Drug Administration
X 10903 New Hampshire Ave
. ) Silver Spring, MD 20993

April 2,2010

Dr. Richard Platt

Professor and Chair of the Department of Ambulatory Care and Prevention
Harvard Medical School and Harvard Pilgrim Health Care

133 Brookline Ave

Boston, MA 02215

Dear Dr. Platt:

The attached letter from the Office for Human Research Protections states: "The

Office for Human Research Protections has determined that the regulations this office
administers (45 CFR Part 46) do not apply to the activities that are included in the Food
and Drug Administration's Sentinel Initiative,”

This assessment applies to the work being conducted by you and your subcontractors
under contract number HHSF223200910006I, as the purpose of this contract is to carry
out activities that are included in the Food and Drug Administration's Sentinel Initiative.

Please let me know if you have any questions.

Rachel E. Behrman, MD, MPH .
Sentinel Initiative, Executive Sponsor
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C. EXHIBIT 3
s DEPARTMENT OF HEALTH & HUMAN SERVICES Public Health Service
g C Food and Drug Adminisiraticn
2 10903 New Hompshire Ave
"e&%‘n Silver Spring, MD 20993
July 19, 2010

Dr. Richard Platt

Professor and Chair of the Department of Ambulatory Care and Prevention
Harvard Medical School and Harvard Pilgrim Health Care

133 Brookline Ave |

Boston, MA 02215
Re: HIPAA Compliance for Data Sources Participating in the Mini-Sentinel Pilot Project

Dear Dr. Platt:

This letter affirms that the activities performed by the Mini-Sentine! Coordinating Center (MSCC)
and its Collaborating Institutions,’ in fulfillment of contract number HHS F223200910006l, are

The Collaborating Institutions include:

America's Health Insurance Plans (AHIP)

Brigham and Women’s Hospital Division of General Medicine

Brigham and Women's Hospital Division of Pharmacoepidemiology & Pharmacoeconomics
CIGNA Healthcare

Cincinnati Children's Hospital Medical Center

Columbia University Department of Statistics

Critical Path Institute (C-Path)

Duke University School of Medicine

HealthCore, Inc.

. HMO Research Network including: Group Health Research Institute (GHRI) at the University of
Washington (UW); Harvard Pilgrim Health Care Institute (HPHCI); Health Partners Research )
Foundation; Henry Ford Health Systems; Lovelace Clinic Foundation; Marshfield Clinic Research
Foundation; Meyers Primary Care Institute (Fallon)

11. Humana-Miami Health Services Research Center (HSRC)

12. Kaiser Permanente Center for Safety and Effectiveness Research (CESR) including: Northern
California (KPNC); Southern California (KPSC); Colorado (KPCO); Northwest {KPNW); Georgia
(KPSE); Hawaii (KPHI); Ohio (KPOhic); MidAtlantic (KPMidAtlantic)

13. Outcome Sciences, Inc. (Outcome)

14. Risk Sciences International (RSI)

15. Rutgers University Institute for Health

16. University of Alabama at Birmingham (UAB)

2weNOmnkehh= -
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P DEPARTMENT OF HEALTH & HUMAN SERVICES : Public Health Service
g C ' Food and Drug Administration
& 10903 New Hampshire Ave
Ay Silver Spring, MD 20993

Ll

public health activities for which HIPAA permits covered entities to disclose Protected Health
Information (PHI) without individual authorization and without the need to obtain approval by or
waiver of HIPAA authorization from an Institutional Review Board or Privacy Board.

The HIPAA Privacy Rule, at 45 C.F.R. § 164.512(b){(1)(i), permits covered entities to disclose
PHI to a public health authority. The FDA. is a public health authority, and has legal authority
under Section 905 of the Food and Drug Administration Amendments Act of 2007 (Pub. L. No.
110-85) to conduct activities related to the project entitled, Detection and Analysis of Adverse
Events related to Regulated Products in Aufomated Healthcare Data. Efforts to Develop the
Sentinel Initiative (the Mini-Sentinel pilot project).

Under 45 C.F.R. § 164.501, a “public health authority” includes the FDA and “a person or entity
acting under a grant of authority from or contract with” the FDA. Harvard Pilgrim Health Care is
acting under the above-referenced contract with FDA to operate the MSCC. The Collaborating
Institutions are under subcontract to Harvard Pilgrim Health Care to conduct activities in
furtherance of FDA's Mini-Sentinel pilot project. As such, MSCC and the Collaborating
Institutions are all acting under a grant of authority from FDA and have the status of public
health authorities under the HIPAA Privacy Rule for purposes of carrying out their
responsibilities under the Mini-Sentinel pilot project.

HIPAA covered entities are required to verify that a person requesting PHI for public health
purposes is a public health authority. For this purpose, HIPAA covered entities are entitled to
rely on a written statement on appropriate government letterhead that the person is acting under
the government’s authority (see 45 C.F.R. § 164.514(h)(2)(ii)(C)). This letter serves to provide
the necessary written statement of authority to the MSCC and the Collaborating Institutions.

The HIPAA Privacy Rule also requires covered entities to comply with the minimum necessary
rule at 45 C.F.R. § 164.502, but permits covered entities to rely on representations by a public
health authority that it is requesting only the minimum amount of PHI necessary to carry out its
public health mission (see 45 C.F.R. 164.514(d)(3)(ii))(A)). The Mini-Sentinel pilot project
policies require MSCC and the Collaborating Institutions to request only the minimum necessary
information that is required for purposes of carrying out their responsibilities. Thus, HIPAA
covered entities may determine that requests from the MSCC and its Collaborating Institutions
meet the minimum necessary standard.

Finally, because disclosures of PHI for the Mini-Sentinel pilot project are for public health
activities, it is not necessary for HIPAA covered entities to obtain approval by their IRBs or

17. University of lllincis at Chicago (UIC)

18. University of lowa, College of Public Health
19. University of Pennsylvania School of Medicine
20. Vanderbilt University School of Medicine

21. Weill Cornell Medical College
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