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What is Sentinel?
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https://www.govinfo.gov/content/pkg/PLAW-110publ85/pdf/PLAW-110publ85.pdf
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Establishment of a 
postmarket risk identification and analysis system 
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FDA’s Sentinel System
2007 FDA Amendments Act 
mandates FDA to establish 
active surveillance system 
for monitoring safety of 
drugs using electronic 
healthcare data

Through the Sentinel 
Initiative, FDA aims to assess 
the post-marketing safety of 
approved medical products
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Sentinel Distributed Database (SDD)

500.1 million unique patient 

identifiers (2000-2024)*

128.7 million members currently 

accruing new data

22.3 billion pharmacy dispensings 

24 billion unique medical encounters

*Potential for double-counting if individuals moved between Data Partner health plans.

https://www.sentinelinitiative.org/

https://www.sentinelinitiative.org/
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Serious Safety 
Concern

Sentinel ARIA 
Sufficient?

Sentinel ARIA Analysis

Postmarket Required Study 

(PMR)
NO

YES

Related ARIA Study

Observational 

Study

ARIA (Active Risk Identification and Analysis) 
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Impact of ARIA

Maro et al. CPT. 2023
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ARIA Sufficiency

Maro et al. CPT. 2023
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ARIA Insufficiency Reasons

Maro et al. CPT. 2023
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Brown et al. JAMIA 2020
Desai et al. npj Digital Medicine 2021
Schneeweiss et al. AJE 2024
Desai et al. PDS 2024

Recognizing the need to harness alternative data sources and methods
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Real World Evidence Data 
Enterprise (RWE-DE)
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The Sentinel RWE-DE based on EHR+claims data today
Development Network

Commercial Network 
21 million EHR+claims linked lives 

Innovation Center analytic hubDeidentified 
patient-level data in 
Sentinel common 
data model (SCDM)

EHR-based algorithm development
EHR-based toolkit development

Derived 
variables

Query execution protocol-based assessment 

following PRINCIPLED** framework

Analyses augmenting claims data analyses in Sentinel 
Distributed data network

Rapid balance 
evaluation

Expedited 
endpoint 
validation

Subset 
calibration

Queries

Phenotyping Algorithms

Analytic toolkits

Phenotyping 
Algorithms

* Including metadata on free text notes for rapid queries
** PRINCIPLED: Process guide for inferential studies using 
healthcare data from routine clinical practice to evaluate 
causal effects of drugs

1.3M

0.06M

0.7M

2.5M

4.5 million 
EHR+claims 
linked lives*10M 11M



|   16Sentinel System

Insurance claims Electronic health records
Structured Semi-structured and 

unstructured
Outpatient 

services claims

Pharmacy claims

Enrollment

Vital signs, 
surveys

Prescription 
orders

Laboratory 
results

Notes

Sentinel Common Data Model Tables 
in RWE-DE*

Inpatient services 
claims

Text stored in 
forms or drop-
down boxes

Other sources

State vital records

Enrollment

Demographics

Encounter

Dispensing

Procedure

Diagnosis

Vitals Laboratory

Patient survey 
responses

Prescribing

Death

Cause of 
death

Supporting Tables in the 
Development Network

Clinical text metadata

Clinical notes

Data Sources and Availability in the RWE-DE

* Not all the tables are populated at all 
sites depending on data availability
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Overview of 
the Data 
Sources at 
RWE-DE Sites

Desai RJ, Marsolo K, Smith J, et al. The FDA Sentinel Real World Evidence Data Enterprise (RWE-DE). 
Pharmacoepidemiol Drug Saf. 2024;33(10):e70028. doi:10.1002/pds.70028
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Overview of the Populations Covered in RWE-DE

Desai RJ, Marsolo K, Smith J, et al. The FDA Sentinel Real World Evidence Data Enterprise (RWE-DE). 
Pharmacoepidemiol Drug Saf. 2024;33(10):e70028. doi:10.1002/pds.70028
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Methodological 
Initiatives



|   20Sentinel System

Causal Inference Requirements

Measures
Layer

Achieve fit-
for-purpose 
measurement

EXPOSURE OUTCOME CONFOUNDERS TARGET POPN

Considering:
• sensitivity
• specificity,
• completeness
• mean sqr diff

Filling Rx
Prescribing Rx, 
self-report, 
infusers, pill caps, 
UDI from OR notes

Dx, Px codes
Labs, imaging, 
digital health dev, 
physician notes, 
patient reports

Dx, Px, Rx codes
Monitors, physician 
notes, biomarker, 
omics, behavior, socio-
econ

Dx, Px, Rx codes
Labs, stage, imaging, 
BMI, genomics, 
physician notes, 
services use intensity

Analytics
Layer

Achieve 
causal 
analysis

BALANCE ROBUSTNESS
• Sensitivity analyses of design
• Quantitative bias analysis
• Neg./pos. control endpoints
• Balance in unmeasured 

confounders
• Multiple comparisons

• Achieve balance:

• Check balance:

Regression, PS analysis
Proxy adjustment: HDPS, CTMLE
Time-varying exposure: MSM

SD, residuals, c-stat

Considering:
• Confounders
• Follow-up model
• Measurement 

quality

Design
Layer

Achieve causal 
study design 1) Controlled 2) self-controlled 3) 

scanning
• Medically-informed target population
• Patient-informed outcomes
• Biologically-informed effect window

CA Y• New users, active comparators
• Causal temporality

BIAS REDUCTIONDESIGN CHOICE

Considering:
• Study question
• Exposure 

variation
• Measurement 

quality

Exposure before outcome
Confounder before exposure

Schneeweiss & Patorno Endocrine Reviews, 2021, Vol. 42, No. 5, 658–690
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Causal Inference Requirements

Measures
Layer

Analytics
Layer

Design
Layer

Achieve causal 
study design

Considering:
• Study question
• Exposure 

variation
• Measurement 

quality

Activity: Outline a framework to help Sentinel Investigators adhere 
to robust causal inference principles
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Causal Inference Requirements: Role of Advanced Methods

Measures
Layer

Analytics
Layer

Design
Layer

Achieve fit-
for-purpose 
measurement
Considering:
• sensitivity
• specificity,
• completeness
• mean sqr diff

Activity: Natural language processing and computable phenotyping 
to identify health conditions of interest incompletely captured with 

Dx, Px, or Rx codes

Activity: Outline a framework to help Sentinel Investigators adhere 
to robust causal inference principles

Achieve causal 
study design
Considering:
• Study question
• Exposure 

variation
• Measurement 

quality
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Use of algorithms (or models) to determine which patients have a particular clinical condition 
(AKA phenotype, health outcome of interest, “is a case”)

What is computable phenotyping?

Potential 
cases

Claims 
Data

NLP 
Data

EHR 
Data

Algorithm 
(Model)

Cases

Non-
cases

Feature engineering

Evaluation
Sensitivity, PPV, …

Slide courtesy of David Carrell 
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High throughput phenotyping - steps

Zhang et al. Nat protocols. 2019 

Feature 
engineering
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Identify Define Implement

Propose targets

Review  knowledge

Review
code lists

Propose
codes

Propose
terms

EHR

EHR

Assemble
corpus

Specify logic

Validate
code usage

NLP
MetaMap

Validate
NLP

Assemble datasets

Write code

NLP
MetaMap

Create NLP

Perform QC

= Clinicians = InformaticistsFeature Engineering: Manual

Slide courtesy of David Carrell 
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Identify Define Implement

= Clinicians = Informaticists

Feature Engineering: Manual

Slide courtesy of David Carrell 
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Identify & Define* Implement

= Clinicians = InformaticistsFeature Engineering: Automated

NLP

MetaMap

Medical dictionary

Anaphylaxis

Anaphylaxis

Anaphylaxis

Anaphylaxis

Anaphylaxis
(~100 to ~300)

Clinical knowledge 
articles ≥3 articles

Concepts found in ≥3 
articles

Optional:
Remove 

non-specific 
concepts

Patient charts

NLP

MetaMap

~100 to ~300 features
per patient

Features 
= counts 
of each 
concept

* Yu et al. JAMIA 2015
Slide courtesy of David Carrell 
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Identify & Define Implement

= Clinicians = InformaticistsFeature Engineering: Automated

Optional

Slide courtesy of David Carrell 
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Feature Engineering: Manual vs. Automated

Slide courtesy of David Carrell 



|   32Sentinel System

Breakout activity

What are some of the strengths and limitations of the automated approach versus 
manual approach?
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Strengths and limitations
Automation advantages:

•  Short development time
•  Low/no expenditure for domain expertise
•  Reduced operator dependence
•  Highly replicable

Automation limitations: 
• Unclear if the performance is compromised versus a manual approach   

Will it work?  As a starting point?  As an overall solution?
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# CONCEPT CUI

1 acetaminophen C000097
0

2 Adrenal Cortex Hormones C0001617
3 air C3536832
4 Anemia, Sickle Cell C0002895

5 Angiotensin II receptor 
antagonist C0521942

6 animal allergen extracts C3540698
7 Anosmia C0003126
8 Antibodies C0003241
9 Antibodies, Neutralizing C0475463

10 Antibody studies (procedure) C0580327
11 Antibody Therapy C0281176
12 Antigens C0003320

13 Anti-Inflam. Agents, Non-
Steroidal C0003211

14 Antimicrobial Susceptibility 
Result C2827758

15 Antiviral Agents C0003451
16 Arthralgia C0003862
17 Asymptomatic (finding) C0231221
18 At home C4534363

19 baricitinib C404494
7

20 Blood Clot C0302148

21 Blood coagulation tests C000579
0

22 Body mass index procedure C0005893
23 Brain Diseases C0006111
24 Bronchoalveolar Lavage C1535502
25 Cardiac Arrhythmia C0003811

26 Cardiomyopathies C087854
4

27 Cerebrovascular accident C003845
4

28 Chemical Association C0596306
29 Chest CT C0202823
30 Chest Pain C0008031
31 Chills C0085593

32 chloroquine C000826
9

33 Chronic Kidney Diseases C1561643

34 Chronic Obstructive Airway C0024117

# CONCEPT CUI

41 Coronary Arteriosclerosis C001005
4

42 Coughing C001020
0

43 COVID19 (disease) C520367
0

44 COVID-19 drug treatment C524404
8

45 C-reactive protein C000656
0

46 Critical Illness C001034
0

47 Cystic Fibrosis C001067
4

48 Death (finding) C1306577

49 Death Related to Adverse 
Event C1705232

50 Decreased translucency C002905
3

51 Delta-Like Protein 1, human C3815527
52 Device Alert Level - Serious C1551395
53 Device Alert Level - Critical C1551396
54 dexamethasone C0011777
55 Diabetes Mellitus C0011849

56 Diabetes Mell., Non-Ins-
Depend. C0011860

57 Diagnostic Imaging C0011923

58 Diarrhea and vomiting, 
symptom

C047449
6

59 Diffuse Optical Imaging C389937
9

60 Down Syndrome C001308
0

61 Dyspnea C001340
4

62 Emergency Situation C0013956

63 Environmental air flow C004249
1

64 Extracorp. Membrane 
Oxygen. C0015357

65 Fatigue C0015672

66 Ferritin C001587
9

# CONCEPT CUI

81 Hypersensitivity C002051
7

82 Hypertensive disease C002053
8

83 Hypoxemia C070029
2

84 Hypoxia C024218
4

85 Immune System Finding C1291764

86 Immunocompromised Host C008539
3

87 Immunoglobulins C002102
7

88 Improved - answer to 
question

C408420
3

89 Inflammation C002136
8

90 Interferons C002174
7

91 interleukin-6 C002176
0

92 Isolation procedure C020472
7

93 ivermectin C002232
2

94 Lactate Dehydrogenase C0022917

95 lopinavir / ritonavir C093923
7

96 Loss of taste or smell C538203
3

97 Lung consolidation C0521530
98 Lung diseases C0024115
99 Lymphopenia C0024312

100 M Protein, multiple myeloma C070027
1

101 Malaise C0231218

102 Mechanical ventilation C019947
0

103 Mechanical Ventilator C004249
7

104 methylprednisolone C0025815
105 Mild Adverse Event C1513302

106 Monoclonal Antibodies C000325

# CONCEPT CUI
121 Pharyngitis C0031350

122 Plain chest X-ray C003998
5

123 Plasma Product C4521445
124 Pneumonia C0032285
125 Pneumonia, Viral C0032310
126 Pressure- physical agent C0033095
127 Pulmonary (intended site) C4522268

128 Quarantine C003438
6

129 receptor C0597357
130 Reduction procedure C1293152
131 remdesivir C4726677

132 Respiration Disorders C003520
4

133 Respiratory distress C0476273

134 Respiratory Distress Synd., 
Adult C0035222

135 Respiratory Failure C1145670

136 Respiratory System Finding C042544
2

137 Rhinorrhea C1260880
138 RNA, Messenger C0035696
139 Self-Quarantine C5392942

140 Septic Shock C003698
3

141 Severe (severity modifier) C020508
2

142 Severe Acute Resp. Syndrome C1175175

143 Severe disease C474069
2

144 Shock C003697
4

145 Signs and Symptoms, 
Respiratory

C003709
0

146 Sneezing C0037383
147 Steroids C0038317
148 Supplemental oxygen C4534306
149 Symptom mild C0436343
150 Symptom severe C0436345
151 Symptomatic Presentation C5238876

152 Thromboembolism C004003
8

High-severity COVID-19 disease (red, N=51)

Feature Engineering Example: Automated (NLP)
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High throughput phenotyping - steps

Zhang et al. Nat protocols. 2019 

Modeling
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Modeling Overview (Illustrative) 

Image courtesy of Susan Gruber
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Dimension
reduction

1 Retain All

2 PAM

3 LASSO 

Algorithms

1 GLM

2 Elastic net

3 XGBoost v1 

4 XGBoost v2

5 BART v1

6 BART v2

7 Neural net v1

8 Neural net v2

Combinations
1 GLM-Retain-All
2 GLM-PAM
3 GLM-LASSO
4 Elastic-net-Retain-All
5 Elastic-net-PAM
6 Elastic-net-LASSO
7 XGBoost-v1-Retain-All
8 XGBoost-v1-PAM
9 XGBoost-v1-LASSO

10 XGBoost-v2-Retain-All
11 XGBoost-v2-PAM
12 XGBoost-v2-LASSO
13 BART-v1-Retain-All
14 BART-v1-PAM
15 BART-v1-LASSO
16 BART-v2-Retain-All
17 BART-v2-PAM
18 BART-v2-LASSO
19 Neural-net-v1-Retain-All
20 Neural-net-v1-PAM
21 Neural-net-v1-LASSO
22 Neural-net-v2-Retain-All
23 Neural-net-v2-PAM
24 Neural-net-v2-LASSO

× ꓿

Super Learner

25

A weighted 
combination of 
the other 24 
combinations

+

Modeling Overview (Illustrative) 

Slide courtesy of David Carrell 
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Carrell et al. AJE 2023

Example Results: Computable Phenotyping for Anaphylaxis
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Computable Phenotyping & NLP Activities in Sentinel
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Causal Inference Requirements: Role of Advanced Methods

Measures
Layer

Analytics
Layer

Design
Layer

Achieve fit-
for-purpose 
measurement

Considering:
• sensitivity
• specificity,
• completeness
• mean sqr diff

Activity: Natural language processing and computable phenotyping 
to identify health conditions of interest incompletely captured with 

Dx, Px, or Rx codes

Activity: Outline a framework to help Sentinel Investigators adhere 
to robust causal inference principles

Achieve causal 
study design
Considering:
• Study question
• Exposure variation
• Measurement 

quality

Achieve causal 
analysis

Considering:
• Confounders
• Follow-up model

Activity: 1. Structural missing data investigations
2. Machine learning assisted analytics to enhance confounding 

adjustment 
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Activity: 1. Structural Missing Data Investigations
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Weberpals J, Raman SR, Shaw PA, et al. A Principled Approach to Characterize and Analyze Partially Observed Confounder Data from 
Electronic Health Records. Clin Epidemiol. 2024;16:329-343. Published 2024 May 21. doi:10.2147/CLEP.S436131



|   43Sentinel System



|   44Sentinel System

Activity 2. Machine Learning Assisted Analytics to 
Enhance Confounding Adjustment 
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NLP tools turn free-text notes from EHR data into structured features that can 
serve as proxy confounding adjustment 

Leveraging Unstructured EHRs for Large-Scale 
Proxy Adjustment

(ultra-high dimensional data)

Table. Example data structure for 2 cohort studies that include linked claims with NLP generated EHR 
features 

Sample Size Outcome Baseline Covariates

Cohort NTotal NTreated NComparator NTotal NTotal NPredefined N**
Proxies

Study 1:A 21,343 13,576 7,767 899 (4.2%) 14,937 91 14,846

Study 2:B 35,031 12,872 22,159 251 (0.7%) 12,464 91 12,373

A Study 1: Effect of NSAIDs versus opioids on acute kidney injury

B Study 2: Effect of high vs low-dose proton pump inhibitors (PPIs) on gastrointestinal bleeding

** Number of claims and EHR features after screening those with prevalence <0.001



|   46Sentinel System

Overfit PS models that include too many variables could lead to reduced covariate overlap, 
positivity violations

Some degree of dimension reduction is necessary– BUT ideally, without compromising bias 
reducing properties

Various approaches for fitting PS models available for this purpose

1. Traditional LASSO (L1 regularization with loss function based on minimizing prediction error of treatment)
2. Outcome adaptive LASSO (forces all variables that predict the outcome in the LASSO PS model)
3. Collaborative controlled LASSO (variable selection based on minimizing empirical loss of the estimate for 

the target causal parameter i.e treatment effect)
4. Collaborative controlled, outcome adaptive LASSO (combination of 2 & 3)

Propensity Score (PS) Models with Ultra-High Dimensional Data

Wyss et al. AJE (In Press)
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Use of cross-fitting to manage overfitting
• Randomly split the data into 10 equally sized non-overlapping groups. The given Lasso model 

trained in 9 of the groups. The trained model was then applied to the held-out group to 
assign PS. 

• Same models described on the previous slides with cross-fitting

5. Traditional LASSO (L1 regularization with loss function based on minimizing prediction error 
of treatment)

6. Outcome adaptive LASSO (forces all variables that predict the outcome in the LASSO PS 
model)

7. Collaborative controlled LASSO (variable selection based on minimizing empirical loss of the 
estimate for the target causal parameter i.e treatment effect)

8. Collaborative controlled, outcome adaptive LASSO (combination of 2 & 3)

Wyss et al. AJE (In Press)

Propensity Score Models with Ultra-High Dimensional Data
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Propensity Score Models with Ultra-High Dimensional Data: 
Simulation Results

Wyss et al. AJE 2024

As overfitting increases, models with cross-
fitting, especially 7 & 8, tend to outperform other 
models

Take home point:
Advanced analytical approaches can allow for 
enhanced confounding adjustment using granular 
data from EHRs  
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Propensity Score Models with Ultra-High Dimensional Data: 
Simulation Results

Wyss et al. AJE 2024

Propensity score distributions for treated (blue) and comparator (red) groups for one simulated dataset 
consisting of 9,500 spurious variables and 500 baseline confounders that ranged in the strength of covariate 
effects on treatment and outcome (Scenario 5 consisting of 10,000 total baseline variables)

What (likely) explains robust 
performance:
Cross fitting allows for 
reducing non-overlap for the 
overfit collaborative-controlled 
models
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Software and other materials 
available for use

05/19/2025
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1. Analytical and data processing software
Goal Tool References

Descriptive evaluation and diagnostics for 
missingness in EHR-based confounding variables

SMDI (IC-developed R 
package)

Weberpals J, Raman SR, Shaw PA, et al. smdi: An R package to perform 
structural missing data investigations on partially observed confounders in 
real-world evidence studies. JAMIA Open. 2024;7(1):ooae008. 
doi:10.1093/jamiaopen/ooae008.

Simulation-based descriptive analysis for an 
unmeasured confounding to assess its impact on 
study results

Sim.BA (IC-developed R 
package)

Desai RJ, Bradley MC, Lee H et al. A simulation-based bias analysis to 
assess the impact of unmeasured confounding when designing 
nonrandomized database studies. Am J Epidemiol. 2024 Nov 4;193(11):1600-
1608. doi: 10.1093/aje/kwae102. PMID: 38825336.

Statistical adjustment for a partially measured 
confounding variable with multiple imputations

MICE, MatchThem 
(Existing R packages used 
by prior Sentinel 
investigations)

Pishgar F, Greifer N, Leyrat C, Stuart E. MatchThem:: Matching and 
weighting after multiple imputation. Published online September 24, 
2020. doi:10.48550/arXiv.2009.11772.

Statistical adjustment for a partially measured 
confounding variable with two-stage approaches 
(TMLE/Raking weights)

MarginalEffects (IC-
developed reusable R 
codes)

Williamson BD, Krakauer C, Johnson E, et al. Assessing treatment effects in 
observational data with missing confounders: A comparative study of 
practical doubly-robust and traditional missing data methods. 
arXiv.2024/12/19;doi:10.48550/arXiv.2412.15012

Large-scale propensity scores with undersmoothing 
for high-dimensional confounding adjustment

CI5 (IC-developed reusable 
R codes)

Wyss et al. Targeted learning with an undersmoothed lasso propensity 
score model for large-scale covariate adjustment in healthcare database 
studies. Am J Epidemiol. 2024 doi:10.1093/aje/kwae023.

NLP assisted chart review tool CORA (Clinical Optimized 
Record Annotation)

Wang et al. (In Review)

https://janickweberpals.gitlab-pages.partners.org/smdi/index.html
https://janickweberpals.gitlab-pages.partners.org/smdi/index.html
https://doi.org/10.1093/jamiaopen/ooae008
https://cran.r-project.org/web/packages/sim.BA/vignettes/sim.BA.html
https://cran.r-project.org/web/packages/sim.BA/vignettes/sim.BA.html
https://cran.r-project.org/web/packages/mice/index.html
https://cran.r-project.org/web/packages/MatchThem/index.html
https://doi.org/10.48550/arXiv.2009.11772
chttps://github.com/PamelaShaw/Missing-Confounders-Methods/tree/main
chttps://github.com/PamelaShaw/Missing-Confounders-Methods/tree/main
chttps://github.com/PamelaShaw/Missing-Confounders-Methods/tree/main
https://arxiv.org/html/2412.15012v1
https://gitlab-scm.partners.org/drugepi/ci5
https://gitlab-scm.partners.org/drugepi/ci5
https://doi.org/10.1093/aje/kwae023
https://github.com/jiesutd/CORA
https://github.com/jiesutd/CORA
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2. Phenotype library and other models for off-the-shelf use
Phenotype Description References

COVID19 Algorithm using elements from structured and 
unstructured EHRs (Phenorm approach)

Smith JC, Williamson BD, Cronkite DJ, Park D, Whitaker JM, 
McLemore MF, Osmanski JT, Winter R, Ramaprasan A, Kelley A, Shea 
M. Data-driven automated classification algorithms for acute health 
conditions: applying PheNorm to COVID-19 disease. Journal of the 
American Medical Informatics Association. 2024 Mar 1;31(3):574-82.

Suicidal attempt
Sleep related behaviors

NLP score-based approach, requires free-text notes Walsh CG, Wilimitis D, Chen Q, Wright A, Kolli J, Robinson K, 
Ripperger MA, Johnson KB, Carrell D, Desai RJ, Mosholder A, 
Dharmarajan S, Adimadhyam S, Fabbri D, Stojanovic D, Matheny ME, 
Bejan CA. Scalable incident detection via natural language 
processing and probabilistic language models. Sci Rep. 2024 Oct 
8;14(1):23429. doi: 10.1038/s41598-024-72756-7. PMID: 39379449; 
PMCID: PMC11461638.

Acute pancreatitis Algorithm using structured dx, labs, and free-text; a 
version without free-text features is also validated, 
with has similar PPV

Bann et al. (in review)

Acute kidney injury Algorithm using structured features from claims 
data only (PhenoSCALE approach)

Pradhan et al. (in review)

Anaphylaxis Algorithm using elements from structured and 
unstructured EHRs (Phenorm approach)

Smith et al. (in review)

Cause of death Model using structured and free-text EHR data to 
probabilistically assign cause of death

Al-Garadi et al. (in review)
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Summary

5/19/2025
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• Large scale data infrastructure of the RWE-DE where EHRs are linked 
to claims data from 6 diverse data sources covering 25.5 million lives is 
available for use in Sentinel

• RWE-DE will offer opportunities to improve the validity of studies of 
medical products in clinical practice and to expand the range of 
questions that can be answered through Sentinel 

Summary
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