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Training a generative model often uses a
discriminator
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Two Synthesis Strategies
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Privacy-Utility Trade-off

max
privacy

ideal
situation

acceptable
tradeoff

PRIVACY PROTECTION
|

minimal _ :
rivac
’ Y ! I | I I
minimal utility max utility

DATA UTILITY

Electronic Health Information Laboratory, University of Ottawa and Children’s Hospital of Eastern Ontario Research Institute



ldentity Disclosure Model
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Evaluations of (re-)identification risks show that It
IS low In multiple studies across multiple datasets

Fully Synthetic Data Original Data

Washington Hospital 0.0197 0.098
Data (Discharge)

Canadian COVID-19 0.0086 0.034
Data (Public Health)

A commonly used risk threshold = 0.09
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Membership disclosure: is the distance between S
and D predictive of which records are in the training
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Comparing real and synthetic data: Adjusted
model of impact of bowel obstruction on DFS

Hazard Ratios: Analysis for Disease-Free Survival

Source * Real Synthetic Cl Overlap
T Stage: T4 vs T1-2 : ——— e 40%
T Stage: T3 vs T1-2 | —— 42%
Sex: Male vs Female -:-.- 57%
Positive LNs (>=4) T 81%
Obstruction : —— 86%
Histology (High) :-.— 90%
ECOG:1-2vs 0 -:.- 89%
BMI: 25-30 vs <25 -:.— 89%
BMI: >30 vs <25 : —— 91%
Age: 40-69 vs <40 -.-: 99%
Age: >=70 vs <40 -.—E 88%
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Hazard Ratio
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Longitudinal Data Model
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Demographics Lab
Age Test name
Sex Test result (integer)

Time to last day of follow-up available

Comorbidity score (elixhauser)

H

Dispensed amount quantity
Relative dispensed time in days
Dispensed day supply quantity

Morphine use (binary)

Oxycodone use (binary)

Antidepressant use (binary)

Visits (ED)
Relative admission time in days

Problem code 1

Problem code 2

Resource intensity weights

Admissions (Hospital)
Relative time admitted in days
LOS

Diagnosis code 1

Diagnosis code 2

Resource intensity weight
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Relative time in days lab taken

Primary diagnosis code

Provide specialt_y

Relative service event start date
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Adjusted Cox Regression

the reference group

Real - I-.-I
Synthetic - I—.—I

Death

|

|

Real - % I—.—I |

g :

£ I

Synthetic4 § I-.-I |

l

|

|

Reald w I—.—I [

@ .

> 1

() I

Synthetic4 W I-.-I |

|

1

Note: Adjusted estimates include the c .

. . o I

followmg co-variates: age, sex, Real 1 5 |- :

antidepressant use, Elixhauser score, ;—_q !

.« . . O 1

ALT, eGFR, HCT; Opioid 1 served as Synthetic{ @ |...| :
I

1

|

|

|

|

|

|

|

|

1

|

|

Reald 2 : PN . :
o |
= I
D I ']
Syntheticq £ I @ =1
|
T T T I T
0.25 0.50 0.75 1.00 1.25

Adjusted Risk Ratio (95% Confidence Interval)

Electronic

Health

Information

. . S . . . . Laborat
Electronic Health Information Laboratory, University of Ottawa and Children’s Hospital of Eastern Ontario Research Institute sy



Hierarchical datasets require a

different approach
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